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Executive summary

Disaster impacts the infrastructure systems across the globe. Telecommunication, one of the critical infrastructure
systems, plays a crucial role in contributing to the country’s economic growth and connecting the last mile. Over the
past decade, the telecommunications sector has contributed approximately 15 percent to global GDP and by 2030,
the sector is projected to reach US$2.8 trillion, with a Compound Annual Growth Rate (CAGR) of about 6.2 percent
between 2024-30. As the digital economy expands, it becomes essential to protect this infrastructure system from
the increasing impact of natural hazards. According to the United Nations INFORM risk index, India is ranked 35th
out of 191 countries in 2024-25". In India, over 58 percent of the land is vulnerable to earthquakes, 12 percent to
floods, 15 percent to landslides, and more than 10 percent to forest fires. Post COVID-19 outbreak and the UN's
2027 target of disseminating warnings to the last mile further emphasize the need to build a robust and resilient
telecommunication infrastructure nationwide.

To address the disaster risk challenges arising across the telecommunications infrastructure system, the Coalition
for Disaster Resilient Infrastructure (CDRI) conducted a national and sub-national scale study for disaster risk and
resilience assessment of the telecommunications sector in India. The study adopts a multi-hazard assessment
approach for telecommunications and its interconnected infrastructure systems across various geographies vis-a-
vis mountains, plains and coasts. It considers different technological options: terrestrial, underground and space,
across three miles of telecommunications network. The study also deep dives into the upstream and downstream
impacts on the interdependent infrastructure systems for all phases of disasters (pre, during and post).

The study carries out an in-depth analysis of the telecommunications infrastructure's current state, using a unified
approach (secondary research and field consultation) to evaluate the underlying disaster risk of the sector
considering a comprehensive assessment of institutional setup, operation and maintenance practices, infrastructure
standards, disaster management aspects in telecommunication policies, licensing and spectrum arrangement,
existing capacity gaps and required financial arrangements for different phases of disaster. More than 100
stakeholder groups (including communities) were consulted from national to block scale to understand the on-
ground challenges and needs. Further, a GIS-based multi-hazard risk mapping of telecommunications assets at the
last mile identifies the assets’ vulnerability at local, regional and national scales. This information helps stakeholders
plan resilience interventions required for different geographies, adapting from global to local good practices.

The study offers a Disaster Risk and Resilience Assessment Framework (DRRAF) specifically tailored to the needs
of the telecommunications sector, which is conceptualized by adapting key elements from various global
infrastructure resilience frameworks. The framework elaborates on two integrated layers: risk and resilience layers.
These layers act as a feedback loop for each other to inform and continuously understand the risk required for
resilience building. They also include an integrated monitoring and evaluation mechanism that guides stakeholders
to learn, take corrective actions and adapt rapidly to emerging and extreme disaster risks.

The report highlights numerous action points for national and sub-national stakeholders across five domains of
Policy, Planning and Institutions, Technical Planning and Design, Operation and Maintenance, Financial

! https://drmke.jrc.ec.europa.eu/inform-index
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Arrangements and Incentives, and Expertise. The short- to medium-term roadmap
disaster damage & loss data format, mainstream disaster risk modelling into telec
planning across all miles, strengthen telecommunications asset design based o
vulnerability profiles, map the optical fibre network on GIS platform, community awa
Circle Roaming (ICR) activation, install telecommunication tower in disaster shelter prefilises througha cost-sharing
model, comprehensive assessment for pre-positioning of temporary telecommunigation network and broader
adoption of High Altitude

Platform System (HAPS) to establish emergency connectivity. Whereas the long-term roadmap suggests
developing a single window permission system, adding redundancy to the existing network, increasing latency for
better interoperability with SATCOM technologies, provision for annual budget allocation to strengthen disaster
resilience of infrastructure systems, parametric insurance products to extend disaster risk financing support,
provision of specialized Indian shipping vessels for faster restoration of submarine cables and developing a
countrywide network resilience index.

The roadmap will help achieve key outcomes such as reduced physical damage and financial losses, rapid service
restoration, robust disaster response, improved emergency connectivity, peer-to-peer knowledge exchange and
sectoral capacity building. The study offers a pathway to bolster the telecommunications sector’s resilience to
withstand and recover from natural hazards, ensuring seamless connectivity and service delivery even under
extreme conditions.
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Structure of the report

Chapter 8

Actionable roadmap

This chapter offers a roadmap and
strategy to enhance disaster
resilience in India and selected five
states’ telecommunications sector

Chapter 7

Key recommendations

This chapter offers
recommendations to
strengthen the
telecommunications
sector resilience

Chapter 6

Transforming catastrophe into
continuity: A disaster resilience
framework

This chapter introduces the Disaster
Risk and Resilience Assessment
Framework (DRRAF) for India's
telecommunications sector,
detailing its components, KPIs and
layered structure, along with the
risk and resilience index

. PwC

Chapter 1
Background

This chapter emphasizes the need
to enhance disaster resilience in
telecommunications infrastructure

Chapter 5

Multi-hazard risk mapping of
telecommunication assets
This chapter presents the multi-hazard
risk assessment of the
telecommunication assets across
national and sub-national scale

Chapter 2

Study design

This chapter outlines the
approach and methodology
used to develop the DRRAF and

an actionable roadmap

Chapter 3

The state of
telecommunications
sector, India

This chapter outlines the
telecommunications
infrastructure landscape,
policies and standards in
the country

Chapter 4

Global insights and India's
initiatives towards disaster
resilient telecommunications

This chapter reviews global best
practices and India's strategies for
building disaster-resilient
telecommunications
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1. Background



1.1. Telecommunications infrastructure system: Linking the globe

The telecommunications sector is pivotal in driving the global economy, fostering social development and
enhancing connectivity. Over the past decade, it has contributed nearly 15 percent to the world's gross domestic
product (GDP). According to Grand View Research, the telecommunications market is projected to reach US$
2.8 trillion by 2030, with a compound annual growth rate (CAGR) of approximately 6.2 percent from 2024 to
2030." This growth is fuelled by factors such as the deployment of 5G technology, the rise of Internet of Things
(loT), increased mobile penetration and broadband expansion. Currently, approximately 68 percent of the world's
population or 5.5 billion people are online.? Figure 1.1 provides a snapshot of global penetration rates for various
information and communications technology (ICT) indicators.

Figure 1.1: Global ICT subscribers (as of 2023)
Source: ITU

As of July 2024, the Indian telecommunications market is the world’s second largest, boasting a subscriber base
of 1.2 billion (wireless + wireline subscribers). As per the Global System for Mobile Communications Association
(GSMA), India is projected to become the second-largest smartphone market® in the world by 2025, with around
1 billion installed devices. By then, the country is expected to have 920 million unique mobile subscribers,
including 88 million 5G connections. Additionally, data usage is anticipated to increase further.* In the 2023
Network Readiness Index, India ranks 60" and holds the third position in ‘Annual investment in
telecommunication services’ and ‘Domestic market size’.> The market size is estimated to reach US$ 76.16 billion
by 2029, growing at a 9.40 percent CAGR.® As the second-largest market globally with the third-highest internet
users worldwide,” the Indian telecom sector holds immense potential for driving a US$ 1 trillion digital economy
and a US$ 5 trillion Indian economy by 2025.8 According to GSMA, 5G technology alone is expected to contribute
US$ 450 billion to the Indian economy between 2023 and 2040.°

From 2014 to 2022, the Indian telecommunications sector saw remarkable growth, with a 25 percent increase in
telephone connections, a 232 percent rise in internet connections, and a staggering 1238 percent surge in
broadband connections.” Currently, India boasts a tele-density of approximately 85 percent, positioning the
telecommunication system as a critical utility infrastructure for last-mile connectivity and downstream service
delivery in both urban and rural areas. The Indian telecommunications sector offers diverse technological
platforms, from 2G to 5G, ensuring comprehensive first-mile, middle-mile and last-mile connectivity.
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The telecommunications industry in India is experiencing significant
expansion, driven by the increasing adoption of end-user applications
and the growth of markets such as IoT, cloud computing, data centres
and 5G technology. The liberal and reformist policies of the Government
of India have played a crucial role in this rapid growth, complemented by
strong consumer demand. The government has facilitated easy market
access to telecommunications equipment and established a fair and
proactive regulatory framework, ensuring that telecommunications
services are available to consumers at affordable prices. As demand for
telecommunications services continues to rise, the industry is poised to
reach new heights in the coming decade.

Indian telecommunications sector landscape

Figure 1.2 shows the current landscape of

the Indian telecommunications sector. Detailed
individual indicators have been discussed in
the subsequent chapters of this document."

Facts about Indian telecom sector

|-

%

India currently has the world’s
second largest subscriber base
of 1.2 billion

4 million of total employment
More than 125 million user bases

of 5G

Investment opportunity in 37
ongoing government projects
worth US$ 17.86 billion

India is aiming to manufacture
mobile phones worth US$ 126

billion by 2025-26
|

Figure 1.2: Current landscape of the Indian telecommunications sector

Source: DoT Dashboard

1.2. Impact of disaster on telecommunications infrastructure system

Disaster risk for infrastructure systems refers to the likelihood of damage and financial losses resulting from
disasters over a specific period. Natural hazards significantly impact infrastructure systems, causing extensive
damage and losses throughout their value chain.? These effects extend beyond the infrastructure sector,
compounding economic losses. Since the 1960s, the frequency of natural hazards has increased tenfold, with
the financial impact surging from US$ 50 billion per year in the 1980s to US$ 200 billion per year in the last
decade. These impacts are expected to intensify, with limited predictability of their magnitude, affecting
everything from infrastructure to service delivery. Natural hazards like earthquakes, hurricanes and floods can
damage telecommunications infrastructure, such as cell towers, fibre-optic cables and data centres. This
damage leads to service outages and increased repair and reconstruction costs. Additionally, network
operations face challenges such as restricted site access, overloaded networks and potential data loss,™ which
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disrupt service provision and reduce service quality. These cascading effects highlight the urgent need for
robust disaster preparedness and mitigation strategies across the telecommunications ecosystem.'® The
infrastructure and its impact on the climatic event at the asset level, network level and system-wise level are
shown in Figures 1.3 and 1.4.

= USA hurricane Katrina, N Japan earthquake, 2011 The Netherlands flood, 2021
B3] 2005 2 ’
3 million subscriber lines, 1,000 29,000 mobile base stations were Approximately 7,000 households were
mobile towers, 38 ‘911’ shut down affected by disruption of
emergency call centres, and telecommunications services

about 100 broadcast stations
were impacted

= | Tonga volcanic O Taiwan earthquake, %'l Hawaii wildfire, 2023
C| eruption, 2022 2024 =
872 km of undersea fibre optic 200 base stations got impacted 14,466 subscribers were impacted

cable got impacted

Figure 1.3: Impact of disaster events on telecommunication infrastructure system: Global

— ] Cyclone Fani, Odisha, Cyclone Biparjoy, Gujarat, Assam flood, 2024
El 2019 2023
QA

6,058 BTS, 450 km optical 2,152 BTS were impacted 646 out of 60,948 BTS were non-
fibre were impacted due to power outages operational

= | Chennai flood, 2015 f_) Sikkim flood, 2023 ﬁ] Bhuj earthquake, 2001
3
US$ 36.14 million (2300 crores) 166 BTS were impacted The telecom building in Bhuj
financial loss to collapsed

telecommunications operators

Figure 1.4: Impact of disaster events on telecommunications infrastructure system: India

1.3. Ensuring service continuity through disaster resilience at the
system scale

Disaster resilience refers to the ability of a system exposed to hazards to resist, absorb, accommodate, adapt to,
transform and recover from the effects of a hazard in a timely and efficient manner, including through the
preservation and restoration of its essential basic structures and functions through risk management."”
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Today’s communication system consists of many
interconnected and interdependent nodes. Any risk
affecting these nodes can trigger both cascading and
compounding effects throughout the network. The
failure, whether partial or complete, of a single
component can significantly impact interconnected
and interdependent systems, leading to what is known
as ‘systemic risk. This concept has garnered
considerable attention from decision-makers and the
scientific community at both global and national
levels, emphasizing the urgent need for resilience
strategies at the system level.

The communications sector not only provides a technological foundation for communications but also plays a pivotal
role during a disaster event by ensuring the timely flow of critical information. Hence, enhancing the disaster resilience
of the sector is crucial before, during and after the disaster events. The disaster impact data from two different countries
Mindia and Japan-both highly prone to earthquakes and cyclones, clearly highlights the need for strengthening the

disaster resilience of the telecommunications sector. Refer to Figure 1.5.

Figure 1.5: Snapshot of disaster impact from two countries
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Furthermore, enhancing the resilience of telecommunications on a systemic scale offers two key benefits. First,
it increases the robustness of telecommunication assets at all operational levels. Second, it strengthens the
resilience of interconnected and interdependent infrastructure systems. This, in turn, enhances society's and the
economy's ability to absorb and recover from routine disruptions and emergencies. A robust telecommunications
infrastructure ensures that citizens remain connected even in the most extreme situations. Additionally, it is crucial
for ensuring public safety, maintaining economic stability and supporting effective disaster response and recovery
efforts.
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2. Study design




2.1. Our unified approach

The project employs a 3E approach—Explore, Evaluate and Execute—utilizing both top-down and bottom-up
methodologies to tackle challenges across all phases of disaster. This intensive 3E approach facilitates a deep
understanding of the interconnectedness and interdependencies among stakeholders while exploring global and
local best practices. It also assesses the underlying disaster risks across various geographies and evaluates the
coping capacity of existing systems. The detailed components of the 3E approach are as follows:

Explore

In this phase, the project began with stakeholder mapping and developing a stakeholder engagement plan. A
thorough review of secondary information was conducted across five domains: policy institutions and processes
(PIP), technical planning and design, operation and maintenance, expertise, and financial arrangements and
incentives. The team analyzed historical disaster impact data, hazard information and the readiness of
telecommunications infrastructure to identify necessary enhancements for disaster resilience at both national and
sub-national levels. Three vulnerable districts were selected for an in-depth study. Ground data was collected
through surveys, key informant interviews (KIl) and focus group discussions (FGDs) to capture challenges and
existing practices.

Evaluate

In this phase, we conducted multi-hazard risk mapping at the national, state, district and block levels to assess
the degree of exposure, vulnerability and risk associated with telecommunications infrastructure systems across
the three miles: first, middle and last. This evaluation provided valuable insights into the necessary level of
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preparedness, highlighting its benefits in terms of redundancy, flexibility, robustness, rapid response,
resourcefulness, governance and overall responsiveness. These factors enable the infrastructure to withstand
the impacts of future disasters. Additionally, this phase contributed key inputs for developing the Disaster Risk
and Resilience Assessment Framework (DRRAF), along with recommendations and an actionable roadmap for
the country and selected states.

Execute

This phase focused on transforming the study's findings into a framework designed to guide the sector in
conducting disaster risk and resilience assessments. The aim was to prepare for future hazards by transitioning
from the traditional linear approach to a system-scale approach. This new approach considers the
interdependencies and interconnectedness across various geographies and types of telecommunications
infrastructure. The recommendations and actionable roadmap will assist different stakeholders select the optimal
resilience interventions and enhance preparedness, response and recovery efforts.
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3. The state of
telecommunications sector,
India




3.1. Telecommunications infrastructure system

The Indian telecommunications infrastructure is a vast and rapidly evolving network crucial to the country's
economic growth and digital transformation. It encompasses diverse technologies, including landlines, mobile
networks, satellite communications and internet services, essential for global connectivity. The sector has
witnessed significant growth, driven by advancements such as 5G, the Internet of Things (IoT) and cloud
computing. These innovations have enhanced global connectivity, reduced communication costs and accelerated
the digitalization of various industries. The widespread adoption of smartphones and increased internet
accessibility have spurred demand, while regulatory reforms have fostered competition and innovation.
Supported by liberalization policies, substantial foreign investments and advancements in mobile technology,
India has developed one of the world's largest telecommunications markets. Furthermore, the government is
strongly focused on expanding internet access and enhancing mobile connectivity, paving the way for continued
innovation and growth, especially with the emergence of 5G technology.

Figure 3.1: Schematic diagram of telecommunications network

Note: *In a few country cases, satellite continues to be the main, or only, source of international connectivity.

** These are predominantly fibre-optic links (terrestrial and undersea), but in a few country cases, national backbone networks utilize
wireless microwave and satellite.

*** Data centres can be placed in various parts of the network, depending on the need to aggregate data (such as in core networks) or
place data as close to end users as possible (such as in middle-mile and last-mile networks).

**** The technologies listed for the last mile are not exhaustive.

Figure 3.1 shows the schematic diagram of the telecommunications network across the country. The
telecommunications infrastructure in India can be categorized based on different aspects of the communication
network. In the following sections, we will discuss the main categories of telecommunications infrastructure
systems.

> Switching centres: These centres establish a communication path within the network. A switch
establishes a communication path on demand and disconnects it when it is no longer needed.

> Data centres: A data centre (DC) is a physical facility used for storing and managing applications and
data. These centres house cloud servers that store digital data and applications, allowing users to access
them via broadband connectivity. India has rapidly emerged as a thriving DC hub, driven by its large and
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expanding internet user base, the exponential growth of data and the creation of a supportive
environment fostered by the government's Digital India initiative.

Table 3.1 presents the distribution of DCs across major cities in India.

Table 3.1: Data centres in top seven cities in India

Location No. of DCs Capacity installed (in MW)
Delhi-NCR 22 72

Bengaluru 20 162

Chennai 13 57

Pune 6 32

Mumbai 33 289

Kolkata 6 5

Hyderabad 11 38

Total 133 655

Source: Recommendations on Regulatory Framework for Promoting Data Economy Through Establishment of Data Centres, Content
Delivery Networks, and Interconnect Exchanges in India, TRAI"®

Table 3.1 highlights that Mumbai and Bengaluru have the highest average capacity per DC, suggesting that their
facilities are either larger in size or more power intensive. Conversely, Kolkata has the lowest average capacity,
indicating smaller or less power-demanding operations. Understanding these disparities is essential for strategic
DC investment and expansion planning. Table 3.2 presents states with a significant DC presence, as well as
those that are trailing behind.

Table 3.2: Status of DCs across Indian states

States with established DCs States lagging in DCs

Guijarat Arunachal Pradesh
Kerala Assam

Rajasthan Bihar
Maharashtra Chhattisgarh
Karnataka Goa

Tamil Nadu Himachal Pradesh
Haryana Jharkhand
Andhra Pradesh Manipur

Haryana Meghalaya
Telangana Mizoram

Madhya Pradesh Nagaland

West Bengal Odisha

Uttar Pradesh Sikkim
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Punjab

Tripura

Delhi

Uttarakhand

Source: Recommendations on Regulatory Framework for Promoting Data Economy Through Establishment of Data Centres, Content

Delivery Networks, and Interconnect Exchanges in India, TRAI

The government has proposed formulating a scheme to incentivize investments to set up hyper-scale DCs in
India and boost the capacity of the existing DC ecosystem.

> Internet exchange points (IXPs): These are common grounds of internet protocol (IP) networking,
allowing participant internet service providers (ISPs) to exchange data. It helps improve speed, reduce
latency, and decrease the cost of data exchange between ISPs.

> Optical fibre networks: An optical network is a data communication network constructed using optical
fibre technology. It employs optical fibre cables (OFCs) as the main communication medium to transmit
data by converting it into light pulses that travel between sender and receiver nodes.

> Microwave links: It is a wireless communication technology that uses microwave frequency ranges to

transmit information between two fixed locations on Earth, enabling point-to-point communication,

especially in remote or far-flung areas.

> Submarine cable and landing
station:  Submarine  cables
(SMCs)® and cable landing
stations (CLSs) are essential for
global telecommunications,
forming the backbone  of
international data transfer by
digitally connecting countries
through cables laid on the ocean
floor. These cables carry about
99 percent of international
internet traffic. These systems
consist of a ‘Dry Plant’, including
the CLS on land, and a ‘Wet
Plant’, which comprises the
SMCs and associated equipment
on the seabed. SMCs have

evolved significantly, increasing
from four pairs in the early 2000s
to as many as 24 fibre pairs today.

Figure 3.2: Submarine cable map (Worldwide, 2022)

(Source: TeleGeography)

Currently, there are 486 cable systems spanning over 1.3 million km worldwide. As per a 2022 TRAI
report, India has about 17 SMCs terminating at 14 distinct CLS locations, with the majority landing in
Mumbai and Chennai. Figure 3.2 gives the SMC map of the world while Figure 3.2' presents the Indian
Submarine Network for domestic traffic. It is important to note that laying SMCs in Indian territorial waters

is permitted only up to 12 nautical miles.
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Figure 3.3: Indian submarine cable network for domestic traffic

Currently, India lacks indigenous vessels to repair faults in SMCs, which means the country depends on foreign
vessels for these repairs. This reliance leads to significant delays in addressing faults. Table 3.3.3 presents a
snapshot of SMC repair activity for Indian cables and the time taken to repair.

Table 3.3: Details on the SMC repair arrangement for Indian cables

Average response

Vess?l Base No. of vessels Area of operation | time in Indian
location
waters

Hamirayah (UAE) Z'E'dd":)'i:“
and Salalah 5 Non-Indian yp . 3-5 months
(Oman) Andaman Nicobar

Islands (India)
Sinaapore and South-East Asia

9ap . 3 Non-Indian and Indian Ocean | 4-5 months

Indonesia i

region

> Cable landing stations: CLSs are essential for terminating submarine fibre optic cables and connecting
India to the global internet backbone. They play a critical role in managing international internet traffic
and providing redundancy in case of cable faults or disruptions.
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> Telecommunication towers, subscriber and tele-density: As of 1 December 2024, there are 814,040
towers and 2,925,787 base transceiver stations (BTSs) installed across the country.? Additionally, as of
30 June 2024, India has 1.2 billion (120 crore) telephone subscribers. Over the past decade, the total
number of telephone subscribers in India has grown by 21 percent. Specifically, urban subscribers have
increased by 15 percent, rural subscribers by 29 percent, wireless subscribers by 21 percent and wireline
subscribers by 33 percent. Table 3.4 presents the urban and rural tele-density of wireless and wireline
subscribers across the country over the past five years.

Table 3.4: Tele-density urban and rural (2020-24)

2022 | 2021
Particulars Wire | Wire | Wire Wire

less line less line
Urban
subscriber | 633.44 | 2912 | 627.13 | 25.59 | 627.12 | 22.26 | 641.48 | 19.7 | 629.67 | 18.24
(million)
Urba.’”‘i’f" 127.88 | 588 | 128.76 | 525 | 131.18 | 466 | 13586 | 4.17 | 134.44 | 3.89
density (%)
Rural
subscriber | 525.05 | 2.72 | 51589 | 214 | 51813 | 1.95 | 535.36 | 1.96 | 524.11 | 1.81
(million)
Rural tele- | 5055 | 030 | 5744 | 024 | 57.91 | 022 | 60.00 | 022 | 5885 | 0.20
density (%)

Source: TRAI Press release, 2024

> Base transceiver stations: These devices facilitate mobile communication by connecting mobile
devices to the network. They send and receive radio signals from mobile devices and convert them to
digital data. This digital information is then routed through the network to other terminals in the network
or to the internet.

> Fixed-line networks: These are traditional infrastructure used for landline telephone and digital
subscriber line (DSL) services. Fixed lines are distinct from the mobile phone network, where end-users
are connected to the network via wireless transmission technologies. The following sub-points give
further details of fixed-line networks for the Indian telecommunication sector.

= State-wise PCOs details: Data from government-owned telecommunications service providers (TSPs)
indicate a significant decline in the number of public call offices (PCOs) across India. The number of
PCOs decreased from 42,135 in 2023 to 20,652 in 2024, reflecting an approximate 51 percent reduction.
The steepest declines were observed in regions such as Tamil Nadu (including Chennai), Mumbai,
Andhra Pradesh and Karnataka, while smaller decreases were observed in Odisha, West Bengal and
Himachal Pradesh. This trend is likely driven by technological advancements and the widespread
adoption of mobile phones and internet services, which have rendered PCOs increasingly obsolete. The
reduction in PCOs could affect access to telecommunications services in remote or rural areas,
potentially widening the digital divide for populations that still depend on these services. Refer to Table
3.5.

Table 3.5: Government-owned TSP PCOs across India as of March 2024

Andhra Pradesh 2,205
Assam 374
Bihar 29
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Delhi 1,097
Guijarat 1,306
Haryana 52
Himachal Pradesh 5
Jammu and Kashmir 81
Karnataka 546
Kerala 2,153
Kolkata 506
Madhya Pradesh 478
Maharashtra 1,241
Mumbai 3,860
Northeast 155
Odisha 0
Punjab 281
284
Rajasthan 51
Tamil Nadu including Chennai 4,921
Uttar Pradesh - East 525
Uttar Pradesh - West 489
West Bengal 13
Total 20,652

Source: The Indian Telecom Services Performance Indicators, January—March 2024

= Village public telephones: As of 2024, India has 68,606 village public telephones (VPTs). The leading
contributors to this number are West Bengal, with 11,970 VPTs; Madhya Pradesh, with 10,100 VPTs;
and Maharashtra, with 7,846 VPTs. Other significant regions include Bihar, with 6,114 VPTs; Andhra
Pradesh, with 2,896 VPTs; and Tamil Nadu (including Chennai), with 5,478 VPTs. However, regions
such as Delhi, Mumbai and Rajasthan have reported no availability of VPTs. This information highlights
the crucial role of VPTs in maintaining connectivity in rural India, where they continue to be an essential
component of the communication infrastructure. See Table 3.6.

Table 3.6: Service area and operator-wise details of village public telephones in India

Andhra Pradesh 2,896
Assam 105
Bihar 6,114
Delhi -
Guijarat 5,278
Haryana 462
Himachal Pradesh 1,875
Jammu and Kashmir 810
Karnataka 3,656
Kerala 331
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Kolkata 130
Madhya Pradesh 10,100
Maharashtra 7,846
Mumbai -
Northeast 1,182
Odisha 1,554
Punjab 4,493
Rajasthan -
Tamil Nadu including Chennai 5,478
Uttar Pradesh - East 568
Uttar Pradesh - West 3,758
West Bengal 11,970
Total 68,606

Source: The Indian Telecom Services Performance Indicators, January—March 2024

Mobile networks: A mobile network, also known as a wireless network, transmits communication in the
form of radio waves between users. It consists of base stations that cover specific areas, referred to as
‘cells’. When these cells are interconnected, they provide radio coverage over a broad geographic region.
The following is the description of various mobile network technologies:

2G: India currently has between 250 and 300 million 2G users, and it is expected that 2G technology
will remain prevalent in the country for the foreseeable future. This is mainly because a significant
portion of the population still relies on 2G, particularly those who cannot afford smartphones. Industry
data reveals that approximately 50 million 2G phones are sold annually, with over 500,000 2G base
tower stations nationwide.*

4G: Based on long-term evolution (LTE) and LTE-Advanced standards, 4G technology has transformed
mobile internet connectivity by enabling high-speed data transfer, video streaming and online gaming.
India has witnessed a rapid adoption of 4G, making it a key driver of the digital economy.

5G: India is currently expanding its 5G networks, which are expected to offer significantly faster speeds,
reduced latency, and the capability to connect a vast number of devices simultaneously. This technology
will bring transformative changes across various sectors, including healthcare, manufacturing and
transportation. Currently, there are 450,000 base transceiver stations equipped with 5G technology
across the country.

Internet and broadband subscribers: India currently has 950 million internet subscribers and 920
million broadband subscribers. Over the past decade (from 2014-15 to 2023-24), the number of internet
subscribers has surged by 216 percent, while broadband subscribers have experienced an extraordinary
increase of 832 percent. During this same period, urban internet subscriptions grew by 193 percent,
whereas rural internet subscriptions saw a significant rise of 256 percent.
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> Wi-Fi networks: Wi-Fi is a wireless networking technology that allows users to connect to the internet
without cables; it is commonly used in offices and homes.

Satellite communication

In 2022, India implemented major reforms? in satellite communication (SATCOM) to enhance its ecosystem.
These reforms are part of a larger mission to position India as a global hub for SATCOM services and to support
the Digital India initiative. The key aspects of these reforms include the following:

> Focus on rural and remote connectivity: The reforms aim to improve connectivity in rural and remote
areas, ensuring that more regions have access to reliable communication services.

> Financial relief for service providers: The removal of network operation and control section (NOCC)
charges, previously set at 21 lakhs per transponder (36 MHz) per annum for telecommunications service
licensees using space segments, alleviates financial burdens. Additionally, the elimination of mandatory
performance verification testing (MPVT) charges, which were %6,000 per antenna, along with the waiver
of the terminal annual license fee of 10,000 for M2M/IoT devices for captive very small aperture terminal
(VSAT) licensees, will enable service providers to offer more affordable services. These measures
encourage further investment in network improvements and facilitate extending connectivity to remote
and challenging terrains via satellite.

> Encouragement of technological advancement: By expanding the scope of licenses to include
satellite-based M2M/IoT devices, the reforms pave the way for integrating satellite-based IoT solutions
in sectors such as logistics, industrial automation, railways, agriculture, and disaster management. As a
result, this opens up enormous potential for loT/M2M applications for the public.

> Expansion of 4G/5G services: SATCOM is set to play a crucial role in extending 4G/5G networks to
rural and inaccessible areas using movable platforms like boats, trains, airplanes, and other vehicles.
The newer generation of low earth orbit (LEO) satellites addresses the latency limitations of
geosynchronous earth orbit networks, providing the higher bandwidth necessary for backhauling 4G/5G
mobile services.

Figure 3.4: Satellite Communication Systems
(Source: TRAI)

Figure 3.9 illustrates the three key components of a typical SATCOM system: the satellite, the satellite earth
station gateway (SESG) and the user station. The SESG, also known as the ‘Gateway Hub’, bridges the space-
based communication network and the terrestrial communication network. Satellites operating in geostationary
earth orbit (GEO), medium earth orbit (MEO) and LEO each have different levels of latency, which are influenced
by their varying altitudes.

Table 3.7 provides a comparative analysis of GEO, MEO and LEO satellites.
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Table 3.7: GEO, MEO and LEO satellite characteristics

GEO 35,786 km 477 milliseconds 15 to 20
MEO 8,000 to 20,000 km 27 to 477 milliseconds 10to 15
LEO 400 to 2,000 km 2 to 27 milliseconds 5to 10

Source: Consultation Paper on Terms and Conditions for the Assignment of Spectrum for Certain Satellite-Based Commercial Communication
Services, TRAI?

Many SATCOM systems now use high-throughput satellites (HTSs). Initially, these systems relied on
geostationary orbit (GSO) satellites. However, GSO satellites can experience round-trip propagation delays that
exceed 500 milliseconds, which can be problematic for many digital connectivity applications. Consequently,
there is a growing shift towards using MEO and LEO satellites in HTS systems. These satellites operate at
altitudes as low as 400 km, offering significantly shorter delays of as brief as 2 milliseconds.

Earth station

India has established a comprehensive network of earth stations operated by various entities, including ISRO,
BSNL and private telecommunication operators. These stations play a critical role in maintaining robust SATCOM
links and serve a variety of functions, such as broadcasting (e.g., direct-to-home or DTH services), providing
internet access (particularly in rural and remote areas) and delivering telephone and data services (such as those
for banking and meteorology). These facilities are vital for national security, disaster management and
connectivity in geographically challenging regions. Table 3.8 provides information on the status of earth stations

in India.
Table 3.8: Status of earth stations in India
pe of ez atio
Satellite Earth Stations Dehradun
Telecommunication Earth Stations Metro cities and major regional centres across India

VSAT (Very Small Aperture Terminal) Earth Stations | Metro cities and major regional centres across India

Hyderabad, Bangalore, Lucknow, Port Blair,
Thiruvananthapuram, Sriharikota, Hassan and
Bhopal

Tracking, Telemetry and Command (TT&C) Earth
Stations

Broadcasting Satellite Service (BSS) Earth Stations | Metro cities

Maritime and Aeronautical Earth Stations Coastal cities and major ports

> Power supply systems: It is an integrated network of electrical components designed to supply
(generate), transmit and consume electric power to various facilities and equipment.

> Cooling systems: Mechanisms are necessary for regulating ideal temperatures in DCs and network
devices. The primary function of a cooling system is to maintain an optimal temperature by removing
excess heat from a machine, engine, or environment.
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> Radio and television towers: These structures are usually tall and designed to support antennas used
for telecommunications and broadcasting, including television. They transmit signals over long distances,
ensuring clear reception for radio and television audiences. Their height and strategic placement improve
signal reach and quality, making them essential components of modern broadcasting infrastructure.

> Broadband technologies

» Fibre optics: Fibre optic cables transmit data using light pulses that travel through thin glass fibres. This
technology allows significantly faster speeds and higher bandwidth than traditional copper cables. In
India, substantial investments are being made to expand the fibre optic network, spearheaded by
initiatives such as BharatNet. These efforts aim to provide high-speed internet access to rural and remote
areas? and are part of a broader strategy to enhance digital connectivity across the country.

Table 3.9: Year-wise optical fibre-based connectivity

Year Connection (in million)
Feb-18 17.7
Feb-19 18.2
Feb-21 22.3
Feb-22 26.6
Feb-23 32.8
Feb-24 39.5
BharatNet

Under the BharatNet project, broadband connectivity has been extended to 214,000 gram panchayats. As of 31
August 2024, a total of 690,000 km of OFC has been laid, resulting in the establishment of 1.1 million high-speed
broadband connections nationwide. Table 3.10 provides a state-wise snapshot of gram panchayats connected
to optical fibre as of the same date. Among all states and union territories, Uttar Pradesh has seen the installation
of 100,000 km of OFC laid. At the same time, Punjab leads the nation in high-speed broadband connectivity with
200,000 connections, the highest in the country.

Table 3.10: State-wise number of gram panchayats connected under BharatNet

; Optical fibre cable High-speed
- laid (km broadband (No.

Andaman and Nicobar Islands 72 408 6,907
Andhra Pradesh 12,955 60,123 46,706
Arunachal Pradesh 1,108 1,519 13
Assam 1,507 4,877 5,489
Bihar 8,340 27,413 39,072
Chandigarh 12 19 0
Chhattisgarh 9,695 42,324 11,130
Delhi 0 0 0

Goa 0 0 0
Gujarat 14,316 55,418 119,987
Haryana 6,082 11,901 128,543
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~ Optical fibre cable High-speed

° laid (km) broadband (No.)
Himachal Pradesh 409 783 3,287
Jammu And Kashmir 1,099 860 9,396
Jharkhand 4,388 16,745 26,580
Karnataka 6,084 14,217 49,518
Kerala 978 830 177,704
Ladakh 193 0 0
Lakshadweep 9 0 0
Madhya Pradesh 17,850 67,768 53,633
Maharashtra 24,394 84,676 24,109
Manipur 1,469 634 1,107
Meghalaya 697 1,069 104
Mizoram 532 689 14
Nagaland 233 2,000 113
Odisha 6,785 32,373 10,495
Puducherry 98 93 3,707
Punjab 12,668 24,463 201,560
Rajasthan 8,776 30,662 47,946
Sikkim 35 942 43
Tamil Nadu 10,148 51,747 82
Telangana 10,824 34,262 20,557
Bietldra And Nagar Haveli and Daman and 38 112 104
Tripura 740 1,686 1,316
Uttar Pradesh 46,657 105,759 62,749
Uttarakhand 1,991 4,079 18,477
West Bengal 2,677 9,808 48,384

Source: DoT Dashboard

PM-WANI

The PM-WANI framework is designed to provide broadband access through public Wi-Fi hotspots, facilitating
business operations and encouraging local ISPs to become Wi-Fi service providers. The Department of
Telecommunications (DoT), Government of India, has approved that last-mile public Wi-Fi providers will not
require a license or registration and will not be subject to fees. As of 30 June 2024, approximately 200,000 Wi-Fi
hotspots have been installed under the PM-WANI scheme. However, this number falls short of the National Digital
Communications Policy (NDCP) 2018 target and the Bharat 6G Vision document.

Table 3.11 gives a snapshot of the state/union territory-wise PM-WANI hotspots installed on 5 February 2024.
Of all the states/union territories, Delhi has the highest number of Wi-Fi installed (68,799), followed by Karnataka
(20,192).

Table 3.11: State/UT-wise PM-WANI hotspots installed

Andaman and Nicobar Islands 259
Andhra Pradesh 6,065
Arunachal Pradesh 1,016
Assam 882
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States/UTs

Bihar 3,967
Chandigarh 257
Chhattisgarh 2,816
Delhi 68,799
Goa 422
Gujarat 4,162
Haryana 3,774
Himachal Pradesh 935
Jammu and Kashmir 1,020
Jharkhand 2,289
Karnataka 20,192
Kerala 4,930
Ladakh 601
Lakshadweep 1
Madhya Pradesh 16,322
Maharashtra 7,532
Manipur 19
Meghalaya 256
Mizoram 3
Nagaland 78
QOdisha 2,892
Puducherry 89
Punjab 3,739
Rajasthan 2913
Sikkim 13
Tamil Nadu 7,507
Telangana 4,239
Tripura 308
Uttar Pradesh 8,534
Uttarakhand 968
West Bengal 3,950

Source: DoT Dashboard

These categories help in understanding the various components that constitute the telecommunications
infrastructure in India. Each component is vital in ensuring comprehensive connectivity and communication
services across the country. Table 3.12 gives the primary telecommunications network value chain required, and

the key technologies deployed for each mile.
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Table 3.12: Telecommunications network value chain

International Long
Distance

Submarine cables

Transmission technologies

e Synchronous Digital Hierarchy

and landing (SDH)
Resale of . L
International stations e Dense Wavelength Division
First mile . Communication Multiplexing (DWDM)
Leased Private :
Circuit (IPLC) satellite and earth | o Internet Protocol (IP) — Multi-
VSAT CUG station Protocol Label Switching
(MPLS)
e Geostationary Orbit Satellites
Transmission technologies
%’;‘gl Ao Eelalt e Synchronous Digital Hierarchy
. Internet Exchange (SDH) _
Middle mile National Long Points (IXP) e Dense Wavelength Division
Distance (NLD) Multiplexing (DWDM)
Data Centres
Mobile Switching e Internet Protocol (IP) — Multi-
Centres (MSC) Protocol Label Switching
(MPLS)
e Microwave Communication
Telecommunication | Wireless technologies
towers and Cell on
Wheels (CoWs) e 2G,3G4G,5G
A ) BTS e Satellite communication
ceess Service BSC/RNC e Wi-Fi/WiMAX
Internet service Microwave and
Lepi nlle \P/gIAR'IT?:UG OFC transmission Wireline technologies
INSAT MSS-R nodes _ _
HAM radio and e Fibre to the home/office (FTTx)
VOVer:l'!(ri/%tf*kie o Ethernet

Satellite phones

e Cable model
o Digital Subscriber Line (DSL)

3.2. List of a few standards followed across the sector

Telecommunications infrastructure is governed by various technical standards and design principles to ensure
interoperability, reliability, resilience and security across different regions and technologies. Table 3.13 provides
a snapshot of a few technical standards that need adoption/revision.
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Table 3.13: Technical standards

Parameters ‘

40-metre tower for
cellular system can
withstand wind speeds
up to170 kmph

TEC 45080:2005%

Telecommunication
Engineering Centre
(TEC), India

The design code requires
revision to adequately address
the conditions in super cyclonic
regions.

Roof top tower for
cellular mobile
systems
(30/25/20/15/10 M
Tower)

TEC 45140:2004

Telecommunication
Engineering Centre
(TEC), India

The design code currently only
accounts for seismic impacts
and does not address the
combined effects of cyclones
and earthquakes. It is important
to revise this code, particularly
for regions in the northeastern
states and other Himalayan
states, to ensure effective
hazard mitigation.

BTS Shelter

TEC 35070:2011

Telecommunication
Engineering Centre
(TEC), India

For outdoor installation of BTS
shelters, the survival wind speed
should align with the site's wind
zone as specified in IS 875 Part
3. However, the local wind zone
maps across the country have
not been consistently updated.
Therefore, BTS shelters should
be designed to withstand the
maximum local wind impacts to
ensure service reliability.

QoS Parameters for
Voice Services: ‘End-
to-end QoS for voice
over 4G mobile
networks’

ITU-T Rec. G.1028
(06/2019)

International
Telecommunication
Union (ITU)

The current LTE network
supports asymmetric bandwidth,
with upload speeds typically
ranging from 1/4 to 1/8 of
download speeds. The ITU
recommends provisions for
symmetric bandwidth to
enhance Quality of Service
(QoS) parameters.

Standard for interface
requirements for
communication and
broadcast networks for
FSS/BSS

TEC 42012:2021

Telecommunication
Engineering Centre
(TEC)

The mandatory interface
requirements apply to land-
based mobile earth stations and
VSATs communicating with
geostationary satellites.
However, these requirements do
not explicitly address
communication with polar
satellites.

Revision of QoS
improving latency

ITU recommendation
—1545.1

International
Telecommunication
Union (ITU)

Currently, latency for wireless
connections exceeds 250 ms,
while for wireline connections, it
is over 120 ms. This must be
improved to ensure
interoperability with next-
generation communication
technologies, such as SATCOM
through LEO satellites, which
offer latency between 2 and 27
ms.
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Interface for
communication and
broadcast networks

|

Remarks

ITUT K10032

International
Telecommunication
Union (ITU)

Limited scaling up of SATCOM
and broadcasting interface
across the country. ITU
suggests the wider adoption for
establishing seamless
communication during disaster.

Planning, construction
and operation of data
centres

EN 50600 European
standard and TIA 942

European Standards®

Limited data centre in Tier 2 and
3 cities to provide disaster
communication. Scale up data
centres across the cities
following the standard.

Code of practice for
design loads (other
than earthquakes) for

1S:875 (1987)

Bureau of Indian

The thickness of ice deposits is
typically assumed to be between
3 and 10 mm, depending on the
structure's location. However,
this standard should be revised

buildings and Standard to account for the snowfall
structures. (Part 4) — amounts in higher altitude
snow load

regions of Himalayan states
such as Leh, Uttarakhand and
Arunachal Pradesh.

3.3. Key policy and guidance documents

The Indian telecommunications sector has undergone significant transformation in recent years, evolving from a
government-controlled system into a liberalized and innovative market. It is now one of the largest and most
dynamic telecommunication markets globally. To keep pace with technological advancements and emerging
challenges, the sector's policies, standard operating procedures, and guidelines are continuously updated. This
includes enhancing disaster resilience by prioritizing the development of robust infrastructure, creating redundant
networks, and establishing emergency communication channels. These measures ensure that communication
lifelines remain reliable and effective, even in times of adversity. The following sections present a brief overview
of some recent policies and guidance documents.

National Digital Communications Policy, 2018

The National Digital Communications Policy (NDCP) of 2018 was established to create a strong digital
communication infrastructure, foster digital inclusivity, and position India as a global leader in the
telecommunications industry. The policy set ambitious targets for broadband penetration, spectrum management
and technological innovation. By concentrating on these key areas, the NDCP 2018 sought to accelerate growth
and improve efficiency within the sector, ensuring that digital connectivity extends to even the most remote
regions of the country. This policy leverages the transformative potential of digital communication networks to
achieve digital empowerment and enhance the well-being of India's citizens. The policy's missions include the
following:

> Connect India: Establish a robust digital communications infrastructure to promote ‘Broadband for All’
as a catalyst for socio-economic development.
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> Propel India: Harness emerging digital technologies such as 5G, Al, loT, Cloud and Big Data to deliver
future-ready products and services. This initiative aims to drive the fourth industrial revolution (Industry
4.0) by encouraging investment, innovation and intellectual property generation.

> Secure India: Protect citizens' interests and ensure India's digital sovereignty by focusing on individual
autonomy, data ownership, privacy and security while acknowledging data as a critical economic
resource.

Telecommunications Act, 2023

The Telecommunications Act of 2023 represents a comprehensive update to India's telecommunications
regulatory framework, addressing both current challenges and future opportunities. By consolidating various laws
into a more streamlined legal structure, the act simplifies regulatory processes, encourages investment and
fosters innovation. Key provisions include effective spectrum management, robust consumer protection and
stringent cybersecurity measures to ensure data security and privacy, aligning with the proposed Personal Data
Protection Bill. Additionally, the act prioritizes digital inclusion, particularly in underserved areas, and emphasizes
environmental sustainability by mandating eco-friendly practices in telecommunications operations. Overall, this
act positions India for resilient growth, technological advancement and global leadership in the digital economy.

3.4. Licensing and spectrum management

License landscape and spectrum management

The DoT issues various licenses to the service providers to provide specific services based on the
nationwide/licensed shared access (LSA)/secondary switching area (SSA). Under the unified license (UL), the
DoT issues licenses for the services shown below.

55 35 09

Access Service ISP National Long- International Long Very Small
Licenses Licenses Distance Licenses Distance (ILD) Aperture Terminal
Licenses (VSAT) Licenses

Table 3.14 represents the brief details of various licensing categories.

License category Detail

The access services are provided LSA-wise.

Table 3.14: License landscape

The primary access services that shall be provided are as follows:

Access service ) ) o ) ) )
e Collection, carriage, transmission, and delivery of voice and/or non-voice

messages
e |Internet telephony
¢ Internet services, including IPTV.
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License category Detail

o Broadband services and triple play, i.e., voice, video and data

The access services shall be provided through wireline and/or wireless media.

Internet services are granted for three distinct categories:

e Category A: License to provide nationwide internet services
Internet service e Category B: License to provide internet services for each LSA

Category C: License to provide internet services in secondary switching area (SSA)
within the LSA

NLD services are provided nationwide.
National Long
Distance (NLD) The licensee is authorized to carry inter-circle telecommunication traffic over its NLD
service network and offer leased circuits, virtual private networks (VPNs) and bandwidth to
other operators.

ILD services will be provided nationwide only through NLD or access service providers.

The ILD services shall carry switched bearer telecommunication traffic over

. international networks for connectivity.
International Long

distance (ILD)

service The licensee shall not provide services directly to subscribers, except for International

Private Leased Circuits (IPLC), Closed User Groups (CUG), or ILD voice services via
calling cards.

Spectrum management

Spectrum management in India involves implementing regulatory and technical strategies to enhance the efficient
and dynamic use of radio frequencies. This approach aims to adapt to evolving technologies, shifting market
demands and the need for optimized spectrum utilization. The allocation and management of spectrum in India
are overseen by various key bodies and policies to ensure its effective usage across telecommunications and
broadcasting services. Table 3.15 gives a snapshot of key regulatory bodies and their roles in governing spectrum
allocation and management in India.

Table 3.15: Key regulatory bodies governing spectrum management in India

The DoT is part of the Ministry of Communications and is
responsible for India's overall policy, licensing and coordination
of spectrum management.

Department of Telecommunications
(DoT)

The WPC is a DoT unit directly responsible for frequency
spectrum management, including licensing, frequency
assignments and regulatory functions.

Wireless Planning and Coordination
(WPC) Wing WPC is divided into major sections, such as Licensing and
Regulation (LR), New Technology Group (NTG), and the
Standing Advisory Committee on Radio Frequency Allocation
(SACFA). SACFA makes recommendations on major frequency
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allocation issues, formulation of the frequency allocation plan,
recommendations on the various issues related to the
International Telecommunication Union (ITU).

Telecom Regulatory Authority of India
(TRAI)

TRAI is an independent regulator that makes recommendations
on various issues related to telecommunications services,
including spectrum pricing, licensing conditions, and auction
methodologies.

Table 3.16 provides information on different available spectrum band category and their respective frequency

bands.

Table 3.16: Spectrum band categories of access spectrum

Spectrum band category

Short description of the

Frequency band under the category

category
Sub-1 GHz bands i.e., 600 MHz, 700 MHz, 800
Category 1 Low bands
MHz, and 900 MHz bands
Category 2 Mid bands (FDD) 1800 MHz and 2100 MHz bands
2300 MHz, 2500 MHz, and 3300-3670 MHz
Category 3 Mid bands (TDD)
bands
) 26 GHz and newly identified bands (37-37.5
Category 4 High band
GHz, 37.5-40 Hz, 42.5-43.5 GHz)

3.5. Institutional setup of Indian telecommunications sector

The telecommunications sector in India operates under the Ministry of Communications and is led by the DoT at
the national level. The DoT is responsible for developing telecommunications policies, managing licensing and
coordination, overseeing matters related to telegraphs, telephones and wireless data, facilitating international
cooperation in telecommunications and promoting standardization and research and development (R&D).
Additionally, the DoT encourages private investment in the telecommunications sector. The DoT enforces
wireless regulations by monitoring transmissions nationwide. It is supported by regulatory bodies such as the
Telecom Regulatory Authority of India (TRAI), the Telecom Dispute Settlement and Appellate Tribunal (TDSAT),
the Telecommunication Engineering Centre (TEC) and the Controller General of Communication Accounts
(CGCA). Additionally, it works with state offices like LSAs and public sector units such as BSNL and MTNL.
Figure 3. shows the institutional setup of the Indian telecommunications sector.
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Figure 3.5: Telecommunications value chain
Administrative division

The telecommunications sector in India is administratively divided into 22 LSAs and 322 SSAs. This structure
encompasses 28 states, eight union territories and five metropolitan cities. The sector offers a range of services,
including voice, non-voice and internet, delivered via both wireline and wireless mediums. Based on the service
type, the DoT grants licenses nationwide, LSA-wise, or SSA-wise, to service providers.

Governance and regulatory body: Department of Telecommunications

The DoT is the governing authority for telecommunication policy, licensing and coordination. It oversees
telegraph, telephone and wireless data services. The DoT facilitates international cooperation in
telecommunications, promotes standardization and encourages research and development (R&D) as well as
private investment in the sector. Additionally, it manages radio communication frequencies and collaborates
closely with international organizations. The DoT enforces wireless regulations by monitoring transmissions
nationwide to ensure compliance.

The DoT is supported by various regulatory bodies, associated offices, subordinate offices, public sector units
(PSU) and autonomous bodies. Details of these supporting bodies/offices are shown in Table 3.17.

Table 3.17: Governance and regulatory body

Descripton |

TRAI is a telecom regulator that works to ensure and
protect the interests of the customers and service
providers. It has taken initiatives to promote the growth
and development of the telecommunications sector,
resulting in overall benefits to the consumers and
industries in terms of choice of service, affordable tariff,
better quality of services, etc.

Telecom Regulatory Authority

Statutory body | ¢ dia (TRAI)
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Statutory body

Telecom Dispute Settlement
Appellate Tribunal (TDSAT)

TDSAT regulates telecommunications services,
adjudicates disputes and acts as an appellate body
under TRAI and other regulations. Its primary goal is to
protect the interests of service providers and
consumers of the telecommunications, while also
promoting and ensuring the orderly growth of the
industry.

Attached office

Universal Service Obligation
Fund (USOF)

USOF provides financial support for the provision of
telecommunication services in remote and
commercially unviable areas.

Attached office

Telecommunication
Engineering Centre (TEC)

TEC supports standardization, testing and certification
in the telecommunications and IT domains. It also
advises the government on technological matters and
ensures interoperability through
standards/specifications. Additionally, it guarantees
safety/security through testing/certification of
telecommunication and information and
communications technology (ICT) systems.

Attached office

Director General Telecom
(DGT)

DGT, headed by an apex-level officer, monitors and
controls the 36 field offices in 22 LSAs across India.
The field offices in LSA play a vital role as an interface
between the DoT and state governments for activities
such as Right of Way (RoW) issues, smart cities and
coverage improvement in uncovered areas, etc. The
field offices in LSA also play a vital role as an interface
between law enforcement agencies and
telecommunications service providers in matters related
to national security.

Attached office

Controller General of
Communication Accounts
(CGCA)

CGCA provides support in five areas:

- Internal Audit (IA) section responsible for IA of field
units of the DoT and its attached offices, autonomous
bodies, and DoT wings

- BA&IT section responsible for O&M of
Comprehensive Pension Management System
(SAMPANN) and other activities related to pension,
expenditure of field units, development and
maintenance of website and software

- Revenue section responsible for
confirmation/amendment/extension/review of bank
guarantee, release of PBG, monitoring of decentralized
(non-access) licenses, monthly/progressive SUC
collection for GSM/BWA/VSAT/CDMA

- Coordination and administration section
responsible for the monitoring of asset management
activities by CCA offices, monitoring of court cases of
field offices and maintenance of service book and
fixation of pay, granting of leaves, tours and LTC,
promotions and retirement
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- Manuals and codification section responsible for
preparation of telecommunications accounts and
finance manuals

Subordinate
office

Wireless Planning and
Coordination (WPC)

WPC serves as a nodal authority for planning,
regulating, coordinating, authorizing and managing the
radio frequency spectrum.

Subordinate
office

Wireless Monitoring
Organization (WMO)

The WMO provides support for monitoring/measuring
radio spectrum usage to ensure interference-free radio
communication in India. It is also responsible for

the identification of frequency sub-bands for new
services.

Subordinate
office

National Telecommunication
Institute for Policy Research,
Innovation & Training
(NTIPRIT)

NTIPRIT is a national telecommunication training
institute of the DoT. It manages the training needs and
focuses on policy research and innovation in the
telecommunications sector.

Subordinate
office

National Centre for
Communications Security
(NCCS)

NCCS establishes and operationalizes a framework of
telecommunications security testing and certification. It
has three divisions, i.e., Security Assurance Standards
(SAS), Security Lab Recognition (SLR) and Security
Certification (SC) division to manage the
telecommunications security testing and certification
needs.

Subordinate
office

National Institute of
Communication Finance
(NICF)

NICF trains the Indian Post & Telecom Accounts and
Finance Service (IP&TAFS) group.

Public sector
unit (PSU)

Bharat Sanchar Nigam Limited
(BSNL)

BSNL is owned by the Government of India and
provides telecommunications services across India,
excluding Mumbai and Delhi.

Public sector
unit (PSU)

Mahanagar Telephone Nigam
Limited (MTNL)

MTNL provides telecom services to Delhi, including
NCR (towns of Ghaziabad, Faridabad, Noida, and
Gurgaon) and Mumbai, including Navi Mumbai, Kalyan,
and Dombivli.

Public sector
unit (PSU)

Telecommunications
Consultants India Limited
(TCIL)

TCIL has diversified focus areas around cyber parks,
intelligent buildings, cyber and smart cities, and system
integrators in IT and telecommunications. It has
operations in India and overseas.

Public sector
unit (PSU)

ITI Limited

ITI manages the manufacturing and supply of
telecommunications equipment to meet the needs of
the telecommunications sector of India. It has
manufacturing units in Srinagar, Naini, Rae Bareli,
Mankapur and Palakkad.

Public sector

Bharat Broadband Network

BBNL is a Special Purpose Vehicle (SPV) set up to
provide high-speed broadband connectivity to the rural

i (L) L el (E L) parts of the country through the OFC network.

C-DOT focuses on research and development activities
Autonomous UMD COTLD TSN DOVEIATENL to meet the upcoming needs of the telecommunications
body of Telematics (C-DOT) P 9

sector.
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Support and advisory bodies

Numerous service-specific forums, associations, and standards development bodies offer support and guidance
in various areas of the telecommunications sector. A list of these supporting and advisory bodies, along with
relevant details, is shown in Table 3.18.

Table 3.18: Support and advisory bodies

Standards
development

Telecommunications Standards
Development Society, India
(TSDSI)

TSDSI plays a vital role, both domestically and
internationally, in meeting the national objectives of
digital communications standards. The key objectives
are as follows:

- Developing, promoting, and standardizing India-
specific telecommunications/information and
communications technology (ICT) requirements and
solutions

- Taking Indian requirements to the global standards
organization

- Provide a platform to declare IP

- Helping create standards-based manufacturing
expertise

- Providing guidance and leadership to developing
countries

Association

Cellular Operators Association
of India (COAI)

COAIl interacts and provides a forum for discussion
and exchange of ideas between the policymakers,
regulators, financial institutions, technical bodies and
service providers, who share a common interest in the
development of the telecommunications sector in
India.

Association

Digital Infrastructure Providers
Associations (DIPA)

DIPA, erstwhile known as Tower and Infrastructure
Providers Association (TAIPA), represents India’s
digital infrastructure industry that develops, builds,
owns and operates the wireless infrastructure. The
association interacts, discusses and deliberates with
Indian government ministries, policymakers, financial
institutions, regulators, etc., for knowledge sharing to
promote healthy growth in the telecom sector.

Association

Internet Service Providers
Association of India (ISPAI)

ISPAI interacts and provides a forum for discussion
and exchange of ideas between the policymakers,
regulators, financial institutions, technical bodies, and
service providers, who share a common interest in the
development of the internet and other services across
India.

Association

Indian Space Association
(ISpA)

ISpA is an apex, nonprofit industry body that works
towards the successful exploration, collaboration and
development of the public and private space industry
in India. It focuses on policy advocacy, discussing and
engaging with all stakeholders to exchange ideas and
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Description

knowledge with all the agencies in the global space
arena.

3.6. Existing financial mechanism
Universal Service Obligation Fund/Digital Bharat Nidhi

The Universal Service Obligation Fund (USOF), which has been renamed Digital Bharat Nidhi (DBN) as of 2024,
is committed to delivering high-quality and affordable mobile and digital services to rural and remote areas in
India. Its mission is to ensure broad and non-discriminatory access to quality information and communications
technology (ICT) services at affordable prices. Initially established under the Indian Telegraph Act of 1885, the
fund's scope was expanded with the Telecommunications Act of 2023. This expansion includes support for
innovation, research and development, commercialization of indigenous technologies, setting national standards,
encouraging start-ups, and promoting sustainable and green technologies in the telecommunications sector. The
primary aim of USOF/DBN is to bridge the digital divide, ensuring that rural and remote communities have access
to information and knowledge, especially where ICT services are not commercially viable. Table 3.19 presents
a few achievements under DBN.

Table 3.19: Achievements under Digital Bharat Nidhi

Initiatives Achievement

e 2.14 gram panchayats have been connected by 1 October
2024

BHARATNET e 6.91 km of total OFC laid

e 11.35 lakh of fibre to the home (FTTH) has been
commissioned

e 1.05 lakh Wi-Fi hotspots have been installed at gram
panchayats

e 294 mobile towers have been installed under 354 uncovered
villages scheme

e 2399 mobile towers have been commissioned in the NER
region

Installation of Mobile Towers e 1020 mobile towers have been installed under Left Wing
Extremism (LWE) Phase-l|

e 192 mobile towers have been installed under 502
aspirational district schemes

e 1935 mobile towers have been installed under the 7287
aspirational district schemes

e 8islands connected under the Chennai-A&N islands project

Submarine OFC e 2313 km of submarine OFC laid under Chennai-A&N islands
project

Source: USOF dashboard, DoT®!

3.7. Digital initiatives by Department of Telecommunications, India
The DoT has introduced maijor digital initiatives to enhance security, safety, and service quality for consumers

and businesses alike. Below are summaries of key portals designed to offer valuable benefits to various
stakeholders.
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Sanchar Saathi

‘Sanchar Saathi’ is an initiative launched by the DoT under the Ministry of Communications, Government of India.
This initiative aims to bolster the security and safety of telecommunications subscribers and mitigate fraudulent
activities within the telecommunications sector. Utilizing technology and data analytics, Sanchar Saathi
addresses challenges such as fraud, identity theft and other security issues, thereby promoting a safer and more
secure telecommunications environment.

The portal can be accessed here: Sanchar Saathi
Saral Sanchar

‘SARAL SANCHAR’ (Simplified Application for Registration and Licenses) is an online portal introduced by the
DoT under the Ministry of Communications, Government of India. Its primary goal is to streamline and simplify
the process of obtaining various telecommunications licenses and registrations in India. The portal is designed
to enhance transparency, minimize procedural complexities, and improve the overall efficiency of the licensing
process. The key features and benefits of the SARAL SANCHAR portal include the following:

1. Single window system: SARAL SANCHAR provides a unified platform for applicants to submit
applications for various telecom licenses and registrations. This integration minimizes the need for
multiple submissions and interactions with different departments, simplifying the process and enhancing
user-friendly.

2. Online application and processing: The entire workflow, from application submission to the issuance
of licenses and registrations, is now conducted online. This digital method eliminates the need for
physical paperwork and in-person visits, saving time and resources for both applicants and government
officials.

3. Real-time tracking: Applicants can track the status of their applications in real-time via the portal,
ensuring transparency and keeping them informed about the progress of their submissions.

4. Multiple license types: The portal accommodates a diverse range of licenses and registrations related
to the telecommunications sector. This includes the Unified License-Virtual Network Operator, PM-WANI
Registration, M2M Registrations, WPC Network and Non-Network, DPL/NDPL Licenses, WPC Import
Licenses, WPC Experimental Licenses, Manufacturing and Demonstration Licenses, WPC - Certificate
of Proficiency Licenses (HAM, RTR, GMDSS) and SACFA Clearances. This wide comprehensive
coverage ensures efficient regulation of various telecom-related activities.

The portal can be accessed here: Saral Sanchar

Tarang Sanchar

Tarang Sanchar is an innovative and user-friendly web-based portal developed by the DoT under the Ministry of
Communications, Government of India. Its primary objective is to provide the public with detailed information
about mobile tower installations and associated electromagnetic field (EMF) emissions, which are often a public
concern. The key features and benefits of the Tarang Sanchar portal include the following:

1. Information on mobile towers: The portal offers comprehensive details about mobile tower locations
across India. Users can search for and view information about nearby towers, including the telecom
service providers operating them.

2. EMF compliance: Tarang Sanchar provides data on the compliance status of mobile towers with
government-set EMF radiation norms. This ensures that the public is informed about the safety levels
of EMF emissions from local towers.

3. Public awareness and transparency: The portal aims to enhance public awareness of EMF
emissions and their potential health impacts. By making this information readily available, it addresses
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public concerns and misconceptions about the health risks associated with mobile towers.

4. Complaint and feedback mechanism: Tarang Sanchar offers a platform for the public to lodge
complaints or provide feedback regarding mobile towers and EMF emissions, ensuring that public
concerns are addressed promptly and effectively.

5. Reports and certificates: Users can access EMF test reports and compliance certificates for mobile
towers. These reports, generated by accredited agencies, provide detailed measurements of EMF
radiation levels, ensuring transparency and accountability.

The portal can be accessed here: Tarang Sanchar

3.8. Interconnected infrastructure systems—power, road, and
buildings

The telecommunications infrastructure system is highly dependent on the power infrastructure, as its service
continuity is directly tied to a stable power supply. With the nationwide rollout of 5G technology and the increasing
expansion of radio transmission towers (RTTs), the sector has become more interconnected with building
infrastructure. Additionally, road infrastructure is crucial for accessing telecommunications sites for various
operational and maintenance activities. Consequently, any disruptions to these infrastructure systems can
adversely affect the telecommunications infrastructure. Therefore, enhancing the resilience of these
interconnected systems can bolster the overall resilience of the telecommunications infrastructure.

Need for resilient power supply for telecommunications infrastructure system

Telecommunications infrastructure is heavily reliant on the power infrastructure system. Limited access to power
supply and disruptions in the supply can have cascading impacts on telecom services. This is equally true for
telecom DCs, which require a consistent, reliable power supply to function effectively. Therefore, ensuring the
resilience of the power infrastructure is crucial for the uninterrupted operation of telecommunications systems.
By leveraging various power sector policies and initiatives, the telecommunications sector can leverage 24/7
energy access. Some of the key policies that can support better access to power supply for the
telecommunications system are discussed here.

Revamped Distribution Sector Scheme

The Revamped Distribution Sector Scheme (RDSS) is designed to ensure a continuous 24/7 power supply for
non-agricultural consumers. This scheme offers telecommunications operators the opportunity to access
uninterrupted, reliable and green power supply for their assets, specifically in remote areas that experience
frequent power outages due to ageing infrastructure. Furthermore, RDSS includes provisions for solarizing
feeders under the KUSUM scheme. This allows telecom operators to access green energy and obtain a
redundant power supply through solar power at their sites. The scheme also supports the modernization of
distribution infrastructure, enhancing the reliability of power supply and providing an advantage to the telecom
operators receiving uninterrupted power supply to their sites.

Mini-grid policy of the state

This policy promotes the decentralized generation of clean and green energy by utilizing renewable resources
such as solar and biomass within the state. It allows telecom operators the opportunity to secure a reliable, clean
power supply through local arrangements. The policy includes state-specific subsidies to encourage the local
production of decentralized clean energy. This can be particularly beneficial for telecom operators, as it allows
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them to access power from local sources when the main power grid is disrupted during disasters at cheaper rates
than grid supply.

Green energy open access regulations

Green energy open access regulations promote open access to electricity generated from renewable sources.
The ‘Long-term Green Energy Open Access’ initiative allows telecom operators to secure both long- and short-
term power access through clean sources through the open market. This regulation not only supports energy
access and reliability but also ensures a more diversified and redundant power supply for telecom sites.

Needs for building codes on Indian telecommunications infrastructure system

India is experiencing a rapidly evolving digital landscape, with nearly 85 percent of data and 70 percent of voice
traffic generated indoors—commercial/public buildings.®> The advancements in technologies like 4G and 5G,
along with the integration of IoT devices, predominantly take place within buildings. To ensure these structures
remain resilient during hazardous events, it is essential that their designs incorporate these technological
elements from the ground up. Building codes serve as a blueprint for embedding connectivity into the very fabric
of our built environment.

The National Building Code 2016 represents a pivotal advancement in acknowledging the essential role of robust
digital infrastructure in contemporary construction. It establishes higher standards for ICT installations to meet
the growing demand for increased bandwidth and faster internet speeds. Additionally, the Model Building Bye-
Laws align with these technological advancements. However, while the National Building Code 2016 sets the
foundation for a digitally connected future, actualizing these ambitions poses unique challenges. Bridging the
digital divide necessitates updating codes, addressing the limitations of existing building infrastructure, raising
awareness and managing the complexities of rapid technological progress. Some key challenges include the
following:

> Recognize DCs as a separate category under the National Building Code: There is a strong need to
classify DCs as a distinct category within the National Building Code. The Draft Data Centre Policy 2020
emphasizes that DC buildings require different norms compared to typical office or commercial
structures. Therefore, creating a unique category code for DCs in the National Building Code 2016 is
essential.

> Rural-urban divide: Building codes often prioritize urban areas with greater connectivity demands.
However, bridging the digital divide also requires extending robust ICT infrastructure to rural regions.
This calls for tailored guidelines and incentives specifically designed for rural building construction.

> Ensuring effective implementation and enforcement: Developing comprehensive building codes is
just the beginning. Ensuring their effective implementation and enforcement by local authorities is crucial,
particularly given the complexities of ICT infrastructure, to realize their intended benefits.

> Uneven adoption and enforcement: Although India has made progress in developing building codes,
their adoption and enforcement vary across states and municipalities. For example, while
telecommunication towers in Mumbai adhere to stringent seismic regulations as per the Maharashtra
Earthquake Resistant Construction Regulations, similar towers in less regulated municipalities may be
more vulnerable due to lax enforcement or outdated codes. This inconsistency can weaken
telecommunications infrastructure during disasters. The 2015 Chennai floods highlighted this issue,

National and Sub-national Disaster Risk and Resilience Assessment and Roadmap for Telecommunications Sector, India
Private and confidential

PwC 38




revealing that many cell towers lacked adequate flood protection measures, as required by Part 9 of the
National Building Code, underscoring disparities in code enforcement across the country.

Retrofitting existing infrastructure: A significant portion of telecommunications infrastructure is housed
in older buildings that may not comply with current codes, especially in urban areas where new
construction space is limited. Retrofitting these buildings to meet modern safety standards, however,
presents logistical and financial challenges. For instance, many older buildings with telecommunications
equipment may not meet the seismic zoning requirements outlined in Part 4 of the National Building
Code, necessitating substantial structural reinforcement. Similarly, DCs located in basements might lack
the flood protection measures specified in Part 9 of the National Building Code, requiring costly
waterproofing and drainage upgrades.
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4. Global insights and India's
Initiatives towards disaster-
resilient telecommunications




4.1. Tackling telecommunications challenges in disaster scenarios

4.1.1. Global good practices

Today’s communication system consists of many
interconnected and interdependent nodes. Any risk
affecting these nodes can trigger both cascading
and compounding effects throughout the network.
The failure, whether partial or complete, of a single
component can significantly impact interconnected
and interdependent systems, leading to what is
known as ‘systemic risk’. This concept has
garnered considerable attention from
decision-makers and the scientific community at
both global and national levels, emphasizing the
urgent need for resilience strategies at the system
level.

The communications sector not only provides a technological foundation for communications but also plays a
pivotal role during a disaster event by ensuring the timely flow of critical information. Hence, enhancing the
disaster resilience of the sector is crucial before, during and after the disaster events. The disaster impact data
from two different countriesXindia and Japan-both highly prone to earthquakes and cyclones, clearly highlights
the need for strengthening the disaster resilience of the telecommunications sector. Refer to Figure 1.5.

Hazard: Cyclone / Hurricane / Typhoon

USA Puerto Rico

Challenges Solutions Challenges Solutions

Provision of a dedicated
network for first responder

agencies and impacted Launch a fleet of high-altitude
Tel icati individuals (FirstNet) with Tel icati balloons equipped with LTE
elecommunication | improved uplink throughput of elecommunication cellular transceivers into the

service disruption 0 : ; ;
i bl service disruption stratosphere above Puerto

Provision of mobile cell site Rico
vehicle (SatCOLT-Satellite
Cellular on Light Truck)

Spain

Challenges Solutions

Deploy balloon network at an
altitude of 20 km to provide
LTE coverage in nearly 40 km
of areas where CoWs cannot
be deployed

Telecommunication
service disruption
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Hazard: Flood

Japan

Challenges Solutions

Provision facilities with flood
doors and waterproofed
cable connection

Philippines

Challenges Solutions

Infrastructure

inundation Raise generators’ height to

prevent power outages

Infrastructure
inundation

Provision of a flying base
station known as HAPS,
which will provide mobile
services using solar-powered
drones flying at altitudes of
11-15 miles (18-25 km). The
coverage area would be 124
miles (200 km)

Telecommunications

service disruption Sites equipped with five days

el el of emergency fuel backup

Thailand

Challenges Solutions

Specialized insurance policies
tailored to the risks, covering
physical damage to infrastructure

Lack of risk
financing
Parametric insurance model
triggering payouts based on pre-
defined parameters
Hazard: Earthquake
Japan Turkey

Challenges Solutions

Provision of packet duplication and

Challenges Solutions

Poor service quality

decentralization to improve the reliability
and latency of a network

Infrastructure damage and
loss

Earthquake-resilient standards for all
sites

Telecommunication
service disruption

Ship with mobile base stations to provide
connectivity in the coastal areas

Telecommunication
service disruption

Network on a commercial car that can be
powered on the car’s battery in 15-20 min

Capacity-building ramping

based on disaster simulations
Limited expertise

Infrastructure

Network blackout

During disaster, activation of long- and
medium-range base stations to provide
coverage up to 4-7 km

unavailability

Container-housed BTS, BSC
and MSC for affected sites

Nepal

Challenges Solutions

Infrastructure

damage

Provision of
dedicated conduit
for laying of OFC
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Hazard: Forest Fire

Australia

Challenges Solutions

Telecommunication | Mobile exchange on Wheels
service disruption (MEOW).

Network Provision of redundant
unavailability backhaul.

Hazard: Landline

Switzerland

Challenges Solutions

Provision to detect vibrations
in the ground or other
irregularities in real-time and
trigger corresponding alerts

High physical
damage and
financial loss

Hazard: Volcano

Tonga

Challenges Solutions

Telecom carriers quickly
reroute traffic through
undamaged cables and
satellite connections to restore
partial connectivity.

Infrastructure
damage and loss

4.1.2. India's key initiatives at national level

Stakeholders in the Indian telecommunications sector encounter a variety of challenges across different regions,
largely due to the varying degrees of disaster impacts experienced throughout the country. To address and mitigate the
potential impacts of future disasters, several initiatives have been adopted at both national and sub-national levels.
These initiatives aim not only to endure and recover swiftly from natural hazards but also to uphold critical
communication services during emergencies. However, inherent vulnerabilities in the telecommunications assets and
network infrastructure system can impair or prevent networks from functioning properly. There is an emerging
consensus among network operators, associations and authorities to enhance disaster resilience across the
telecommunications system. Some of the key challenges faced by different stakeholders are mentioned in Table 4.1.
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Table 4.1: Challenges faced by different stakeholders

Disaster impacts

Limited connectivity

Consumers

Unavailability of emergency communication First responders and local administration

Infrastructure damage and loss Operators/ service providers

Interruption in service delivery Community

Impact on business continuity Business owners

Furthermore, India is working towards achieving holistic multi-hazard resilience by focusing on various aspects
such as technical planning, operations and maintenance, policy and institutional processes, financial
arrangements and the availability of expertise. This systemic approach ensures that all aspects of resilience are
addressed, including technical, operational, policy and financial levels. In addition to these measures, India also
focuses on building capacity and raising awareness about disaster resilience. Training programmes and
workshops are designed to equip telecommunication operators and other stakeholders with the knowledge and
skills needed to implement effective resilience measures. Table 4.2 provides snapshots of key initiatives in the
Indian telecommunications sector to strengthen the disaster resilience of the telecommunications infrastructure
system.

Table 4.20: Initiatives taken by DoT to strengthen telecommunications infrastructure system

Initiatives

C-DOT signed an agreement with IIT,
Roorkee and Mandi for ‘Development of
“Cell-Free” 6G Access Points’ — July
2024*

The Telecommunications Act 2023:
Ushering in a New Era of Connectivity —
July 20243

C-DOT and Qualcomm sign MoU towards
Atmanirbhar Bharat and driving Design
and Make in India vision — March 20243

Regulations on Rating Framework for
Digital Connectivity - September 2023%
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This aligns with Bharat 6G’s mission and aims to enhance user
connectivity, eliminate dead zones, enhance signal strength
and significantly boost data speeds even in densely populated
areas.

Amendments were made to the optimal utilization of spectrum,
which provides a legal framework for efficient utilization of
scarce spectrum through processes such as secondary
assignment, sharing, trading, leasing and surrender of the
spectrum. It also empowers the central government to
establish an enforcement and monitoring mechanism for
spectrum utilization.

This collaboration aims to strengthen the local Make in India
domestic market by utilizing Qualcomm technologies and
expertise in building innovative telecommunications solutions.

This aims to implement a rating framework for buildings or
areas for digital connectivity to improve the Quality of Services
(QoS) inside buildings for a seamless consumer experience.
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Initiatives

This will play a key role in supporting the global sustainability
goals, including India’s objective to contribute towards climate
emergencies. In addition, this will contribute to disaster
management in the following potential areas:

Bharat 6G vision: Design, develop and e Very large volume and tiny instant communications
deploy 6G network technologies — March e Beyond best effort and high-precision communications
20233 and lossless networking and latency guarantee

e Many nets (Satellite, MEC, Dense network)

¢ Intelligent connected management and control
functions, programmability and integrated sensing and
communication

Some of the landmark disaster resilience initiatives taken by the DoT are as follows:

Public protection and disaster relief

Public protection and disaster relief (PPDR) communication systems are essential tools utilized by public safety
organizations, including police, fire services, emergency medical services and disaster response teams, to
perform their critical duties effectively. These systems are engineered to be robust, reliable and resilient, ensuring
that first responders and emergency personnel can communicate seamlessly during both routine operations and
crises. The key features of PPDR systems include the following:

Reliability and resilience: Built to endure extreme conditions such as natural hazards and other
emergencies, PPDR communication networks are designed to remain operational even when
commercial networks fail. This ensures that critical communication channels remain open when they are
needed the most.

Dedicated spectrum: PPDR systems often operate on a dedicated radio frequency spectrum
specifically allocated for public safety use. This allocation prevents public safety communications from
being affected by congestion on commercial networks, guaranteeing clear and uninterrupted
communication.

Interoperability: A crucial requirement for PPDR systems is interoperability, which allows different
agencies and organizations to communicate seamlessly. This capability is vital for coordinated response
efforts during emergencies, enabling various teams to work together efficiently and effectively.

Extensive coverage: PPDR systems provide comprehensive coverage, ensuring reliable
communication in rural and remote areas and urban environments with high-rise buildings. This
extensive reach ensures that first responders can maintain communication wherever their services are
required.

Three types of technologies are used for PPDR based on data rates:
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> Narrowband: Speed or bit rate up to 64 kbps, which is one voice channel in a radio system
> Wideband: Carry data rates of several hundred kilobits per second (e.g. in the range of 384-500 kbit/s)
> Broadband: Data rates in the range of 1-100 Mbit/s

The classification of PPDR applications based on the above technologies has been provided in Annexure.
Intra-circle roaming

Intra-circle roaming (ICR) enables subscribers to maintain seamless connectivity when their primary service
provider's network is either unavailable or has poor coverage within the same geographic area, known as a circle.
This feature enhances the user experience by ensuring continuous service availability without manually switching
to a different mobile number or provider. The key aspects of intra-circle roaming in India include

> Network sharing agreements: Telecom operators establish agreements to share their network
infrastructure, allowing subscribers to automatically connect to a partner operator's network when their
primary provider's signal is weak or unavailable within the same circle. This collaboration ensures
uninterrupted connectivity for users.

> Improved coverage and service quality: ICR enables operators to offer enhanced coverage and
service quality, particularly in rural and remote areas where new infrastructure development may be
challenging and expensive. This approach helps bridge coverage gaps, providing more consistent
service to customers.

> Regulatory oversight: The TRAI oversees the implementation and regulation of ICR agreements.
TRAI ensures these agreements are fair and non-discriminatory, fostering healthy competition and
benefiting consumers by promoting better service options.

> Benefits to consumers: ICR significantly improves the user experience by ensuring continuous
service availability. Subscribers can make and receive calls, send texts, and use data services without
worrying about coverage gaps within the same circle, leading to greater satisfaction and reliability.

Common alerting protocol

The common alerting protocol (CAP) is a domestically developed platform that empowers disaster management
authorities to deliver targeted and automated multi-hazard alerts to citizens in near real-time and in multiple
languages. By integrating various stakeholders, CAP helps bridge information gaps and employs a range of
technologies—including SMS, cell broadcast, mobile apps, television, radio, social media, RSS feeds and
browser notifications—to ensure effective communication and last-mile reachability. The system is built on the
ITU-X 1303 CAP standard and operates nationwide across India, providing crucial alerts and warnings in the
event of disasters.

Sachet

Sachet is a comprehensive dashboard that consolidates and publishes official disaster warnings from various
authorized sources. Built on the CAP, it serves as an integrated alert system, ensuring timely and accurate
dissemination of information for all types of disasters.

Standard operating procedure 2020 for telecommunication services for responding to disasters

The standard operating procedure encompasses various aspects, from mitigation to recovery to minimizing
disaster-related losses:*
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Coordination: Facilitate collaboration > Institutional Structure: Establish a two-tier

among multiple agencies for disaster framework for disaster management within

preparedness, response, and recovery the telecom sector

efforts

Disaster Response Task Force (DTRF): > Resource Centres: Ensure resource

Recommend maintaining a DTRF for centres are operational during disasters

Telecom Service Providers (TSPs)

Inter-Provider Agreements: Develop > Preparedness Review: Regularly assess

memorandums of understanding (MoUs) preparedness measures

between TSPs for coordinated service

delivery in affected areas

Trigger Mechanisms: Establish systems to > Flood and Earthquake Preparedness:

activate response protocols Implement minimum altitude requirements in
flood-prone areas; ensure earthquake-
resistant infrastructure and firefighting
equipment

Network Redundancy: Provide at least two > Critical Components: Identify critical

distinct geographical paths for network and network components for protection

switching elements

Congestion Management: Develop plans to > Network Over-Dimensioning: Over-

manage network congestion dimension core networks and Points of
Interconnection (POIs)

Fibre Optics: Install underground optical > Emergency Communication System:

fibre in ducts to reduce vulnerability Implement a single-number emergency
communication and response system

Equipment Access: Maintain storage > Priority Services: Provide immediate

facilities for quick access to equipment services to priority user groups

Situation Assessment: Conduct on-the- > Daily Status Reports: Submit daily reports

spot assessments of the situation on the status of telecommunications facilities

Free Communication Services: Offer free > Service Continuity: Ensure services are

PCOs and broadcast messages delivered for at least 15 days without
commercial restrictions

DRTF Access: Ensure access to the DRTF > Rapid Damage Assessment: Maintain a

Rapid Damage Assessment Team (RDAT)
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> Training and Drills: Conduct regular
training sessions and drills

Assam, Gujarat, Odisha, Tamil Nadu and Uttarakhand are crucial in fostering a disaster-resilient
telecommunications sector. By aligning their disaster management plans with national guidelines and
streamlining right of way (RoW) permissions, these states facilitate the swift deployment and restoration of
essential telecommunications infrastructure, especially after disasters. Recognizing the critical importance of
connectivity in resilience, Assam and Gujarat have implemented initiatives, such as a cell broadcast (CB)-based
integrated public alert and warning system, to enhance emergency communication during crises. Additionally,
Assam has developed the Disaster Reporting and Information Management System (DRIMS), a digital platform
that enables real-time reporting of disaster-related damages to expedite response and recovery efforts.

In Tamil Nadu's coastal region, deep-sea fishermen rely on very high frequency (VHF) communication networks
spanning 1,076 km to ensure reliable voice communication for small boats and voice and data connectivity for
the fishing community. In Odisha, the early warning dissemination system (EWDS) integrates a range of
communication technologies, including Digital Mobile Radio (DMR), Satellite-Based Mobile Data Voice Terminal
(SBMDV), mass messaging systems, alert tower siren systems and universal communication interfaces. This
comprehensive system enables authorities to disseminate critical information and coordinate with disaster
management officials, relief workers and volunteers during emergencies, thereby minimizing the loss of lives.
Table 4.3 details state-specific initiatives aimed at enhancing the disaster resilience of telecommunications
networks in Assam, Gujarat, Odisha, Tamil Nadu and Uttarakhand.

Table 4.3: State-specific initiative to strengthen the disaster resilience of its telecommunications network

States Action supporting telecommunication resilience initiative

1) The Revenue and Disaster Management Department, Assam State Disaster
Management Authority (ASDMA) has:
a) Prepared a fail-safe communication plan with all early warning agencies
b) Established protocols and responsibilities for coordinating with central
agencies
c) Established coordination with mobile service providers

2) District emergency operating centres (EOCs) are equipped with satellite
Assam phones/VHF/HF as a backup to the landline. It ensures all communication
equipment, especially the VSAT and satellite phones, are in good working
condition 24x7 on all days through regular testing. It also has binding
@ agreements with telecom service provider stores to re-damaged facilities and
. set up temporary facilities on an emergency basis.

3) The Department of Information and Public Relations and other relevant
agencies are responsible
a) For providing emergency communication to communities
b) For coordinating the temporary communication requirement

4) In disaster events such as thunderstorms and lightning, the Information and
Public Relations agency provides SMS by various telecom service operators
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States Action supporting telecommunication resilience initiative

to all active mobile connections. It also broadcasts alerts such as running
flashes on the televisions/SMS run by local cable operators.

1) The District Emergency Operations Centre, with support from the DM,
undertakes
a) A failsafe communication plan with all early warning agencies
b) All communication equipment, especially satellite phones, are in good
working condition 24x7 on all days through regular testing

Guijarat c) Plans for communication, including telephone and ham radio, are
prepared for smooth coordination with the field-level IRTs
d) The establishment of protocols and responsibilities for coordination with
;%% central agencies and various providers

e) The preparation, updating and maintenance of a district-wise list of HAM
operators who could be contacted and deployed at the site of emergency

f) Binding agreements with telecom service providers to restore damaged
facilities and set up temporary facilities on an emergency basis

1) The District Disaster Management Authority (DDMA) ensures communication
systems are in order and disaster management drills are carried out
periodically.

2) ST & SC Development, Minorities and Backward Classes Welfare Department
prepares guidelines/circulars and manuals on the chain of command and

communication regarding disaster prevention and preparedness actions.

3) Standard operating procedure to provide early warning through every mode of

Odisha communication is to be utilized to make the early warnings. Radio, television,
newspapers, sirens, public address systems and even beating the drums
@ should be utilized to warn the public.

4) The block development officers (BDOs) keep all resources ready, like
polythene, tarpaulins, boats, generators, diesel/petrol/kerosene, and
transportation and communication aids available and other necessary
equipment listed in the gram panchayats (GPs).

5) Disaster Assistance Monitoring Payment System (DAMPS) provides an
efficient and transparent disbursement of ex-gratia payments to families of
deceased persons.

1) The Department of Science and Technology issues alerts/warnings through
Tamil Nadu mass SMS by establishing liaisons with telecom service providers. It also
ensures the safety and serviceability of critical communication towers through
respective service providers. To facilitate this, it has established alternate
communication links like HF, VHF, HAM, satellite phones, etc.

=
=
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States Action supporting telecommunication resilience initiative

2) The Municipal Commissioner and the Telecom Service Provider undertake the

following:

a) Issues alerts/ warnings through SMS by establishing a liaison with the
service providers

b) Ensures the safety and serviceability of critical communication towers
through respective service providers

c) Ensures the establishment of alternate communication links like HF, VHF,
HAM, satellite phones, etc.

3) The district-level concerned departments have binding agreements with
telecom service providers to restore damaged facilities and set up temporary
facilities on an emergency basis. It also ensures inter-operability among
different telecom service providers.

1) To ensure steady communication in the aftermath of any disaster, Mini M
satellite phones have been provided at the state emergency operating centre
(SEOC) and 10 district emergency operating centres (DEOCs)

2) DM/SEOC establishes communication links by activating alternate
communication equipment, i.e., satellite phone, HF/ VHF set, VSAT, etc., in

Uttarakhand
state/district EOCs and control rooms.
3) State Disaster Management Authority (SDMA) facilitates the development of
Ov mobile emergency communication units in affected areas for establishing
4L communication links.

4) The Secretary, Transport, along with the Secretary, Civil Aviation and the
Secretary, Disaster Management, assess the conditions of road, rail and air
communication links for quick mobilization of emergency teams and resources
to affected areas and take follow-up actions.

Source: Stakeholder consultation®

As is evident, these states are not only ensuring coordinated and practical support in building a more resilient
and disaster-prepared telecommunication sector across India but also adopting a localized and structured
approach to strengthen them further. This collaborative approach encompasses policy alignment, streamlined
processes and targeted initiatives to ensure uninterrupted communication during disaster emergencies to save
lives and facilitate swift recovery.
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4.2. Ground-level examination of key issues

The project team consulted different
stakeholders at both national and sub-national
levels to examine the key issues on the ground.
The key objectives of widespread stakeholder
consultation across different geographies of the
country are as follows:

» Capture perceptions of external
stakeholders at the national, state and
district levels involved in this study

> Collect primary and secondary data from the field

The team held over 120 meetings with more than 600 stakeholders nationwide to gather insights into their risk
perceptions and understand local practices for mitigating disaster risk. A detailed breakdown of the consulted
stakeholders is shown above.

4.2.1.Selection of three most vulnerable districts across five states for
stakeholder consultations

To capture a comprehensive ground insight, the three most vulnerable districts across five selected states, which
are a mix of mountainous, plain and coastal regions and face different types of natural hazards, were shortlisted
considering the following criteria:
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A list of districts where extensive stakeholder consultation was conducted through focused group
discussions and key informant interviews is presented below:

Figure 4.6: List of districts for stakeholder consultations

A list of blocks where community consultations with different stakeholder groups were conducted is
presented in Figure 4.2.

Figure 7: List of blocks for community consultation

4.2.2.Sample questionnaire for assessing on-ground disaster risk perception
and resilience practices

The sample questionnaire developed to capture the stakeholders’ disaster risk perception and resilience
practices adopted in various geographical regions is presented in Table 4.4.
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Table 21: Sample questionnaire for assessing on-ground disaster risk perception and stakeholder resilience

Dimensions Questions

o What policies and processes are in place to implement, monitor and adapt
to the regulatory framework for ensuring telecom resilience?

e |s there any policy/guideline to define priority restoration of the
telecommunications assets to maintain its seamless connectivity?

e What policies and guidelines are in place for community engagement and
participation in informed decision-making?

e What are the policies/guidelines for adopting the global/national/regional
best practices on a periodic basis?

e Are there any guidelines/policies that define the ownership on roles and
responsibilities of various stakeholders involved at block, district, state and
national levels to ensure the resilience of the telecommunications system for
seamless connectivity to the last mile?

¢ Are there any guidelines/policies that define a timeframe for the restoration
of the network based on the critically of the nodes/hub sites?

¢ Are there any policies/guidelines in place to maintain event-wise records of
telecommunications asset damage and loss due to various disaster events?

Policy, Institutions o What policies/guidelines are in place to maintain the record of the
and Process revenue/monetary loss due to network/infrastructure damage from
disasters?
g e Are there any guidelines in place to record the non-operational time and
corresponding business/operational losses due to hazard impacts?

e Is there any guideline/policy to record the restoration cost of
telecommunications assets/telecommunication services?

e Is there any roadmap/guidance document available to handle future shocks
based on the anticipated severity of hazards?

e Are there any guidelines/standard operation procedures to provision power
supply/power channels or backup power to ensure adequate supply for the
functioning of critical nodes/minimum telecommunications network at both
vulnerable and critical regions?

e Is there any process in place to ensure the availability of a dedicated fuel
supply and mechanism for the supply?

o Is there any process in place to document and share all
global/national/regional/local best practices to strengthen the resilience of
the telecommunications system?

e |s any process defined for information exchange among the stakeholders
within/across the telecommunications sector?
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Dimensions Questions

e |s there any comprehensive and integrated geodatabase available for
telecommunications assets at the national/state level to assess and monitor
the disaster risk at the central/state level?

e |s there any state/region-specific infrastructure standard available for the
telecommunications system to ensure uninterrupted functioning even during
disasters/catastrophic conditions?

e What are the various redundancy measures in place to increase the
resilience of the telecommunications infrastructure system?

Technical Planning e What measures are in place to prioritize asset restoration/strengthening
and Design based on its criticality?
e Isthere any plan in place to upgrade the technical standards against both
g%: existing and emerging shocks/stress/hazard events periodically?
e Does the telecommunications sector/telecommunication body maintain

historical records on connectivity loss, equipment loss, recovery time,
restoration time, revenue loss, etc., due to disasters?

e Is there any plan in place to forecast the energy/power requirement to keep
the telecommunications system running 24/77?

e Are there guidelines in place for ensuring seamless connectivity without
compromising on security standards of telecommunications assets and
shared sustainability goals?

e What asset management practices are in place to optimize the
telecommunications asset performance throughout its lifecycle?

e What operational measures are in place to tackle the known hazard risks
(e.g., flood, cyclone, earthquake, landslide) and their impact on
telecommunications assets?

@ e Does the department conduct any internal assessment to understand the

- potential impact of future hazards on the operation and functionality of the

telecommunications system?

Operation and
Maintenance

e What financial arrangements (special provisions) are in place to share the risk
of the telecommunications infrastructure system?
e What financial arrangements are available with the departments to ensure

Financial . : : . . -
Arrangements and ?dequate financing for technological upgradation, raising existing -
Incentives infrastructure standards, asset replacement and emergency restoration of

telecommunications infrastructure and services?
— e Is there any state- or national-level dedicated financial corpus available for
research and development to strengthen the resilience of the
— telecommunications infrastructure system?
e Is there any contingency support in place to support the financial gap for quick
recovery and restoration of services?

Expertise e Is there a dedicated pool of manpower within the organization who can
periodically ensure an effective response to any hazard events?
Ov e Is there any dedicated platform available for information sharing/peer-to-peer
= o learning among the different stakeholder groups?
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This section summarizes the common challenges* encountered by five states at various stages of disaster
management. Addressing these issues is crucial for enhancing the resilience of the telecommunications
infrastructure nationwide. Successfully overcoming these challenges can significantly improve liveability and
promote socio-economic development across the states.

A few of the state-specific challenges and good practices* collated during the field consultations are tabulated
below:

m Good practices

> Deployment of drone for network
restoration and damage assessment

> Buffer stock of diesel at strategic

location

Leverage radio Kedar for emergency

communication purposes

> Damage of telecommunications
assets due to forest fire

> More than three months of service
interruption due to heavy snowfall >
in the high-altitude region

Uttarakhand

> VHF system available across all
revenue circle offices for emergency
communication

> Formation of human chain to supply
fuel to critical site network

> Allocation of three percent of the state
budget for financing disaster-resilient
infrastructure

> Disaster communication through
village heads (Gaon burha),
government schoolteachers and local
youth leaders

» Inundation of DG sets and other
support infrastructure

Assam > River erosion impacts the

foundation of the tower
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Common duct for faster rollout of
Impacts on RTT tower due to X
. broadband infrastructure
building damages across coastal o
. . Provision of power supply to rural
Gujarat regions L
T . telecommunication assets through
Survivability issue of antenna in . !
\ X dedicated agri feeder
high wind
Lack of well-defined guidelines for
sizlilg tellecommunlcatlons Provision of three different power
towers at disaster shelters SUDDIV sources for the DC
Odisha Lack of dedicated PPy oy
o Response plan to restore power within
telecommunications network at
S . . 48 hours
critical industrial locations
Frequent damage to submarine
cables due to anchoring of the Cell on Wheels (CoWs) are equipped
Tamil Nadu fishing boats with mobile charging points and lights
Lack of robust framework for faster SMS alert system for pre-programmed
repairing of submarine cables power shutdown

After identifying the three most vulnerable districts across five selected states, the project team visited the
selected impacted telecommunications tower sites to assess the degree of damage in relation to the intensity
and spatial reach of recent hazards in the region. Figure 4.3 and the table in Annexure 5 present the details of
15 highly vulnerable telecommunication towers due to recent disaster events across five states. This will help
devise the recommendations for changes required in the technical design, operation and maintenance of the

telecommunication towers located across such regions.
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Figure 4.3: Most vulnerable site locations in selected five states

4.2.6.Weakest element across three miles of the telecommunication network

Based on the extensive consultation with different stakeholders across geographies and all three miles of the
telecommunications network, it has been established that different infrastructure elements exhibit different
degrees of vulnerability to hazards. The vulnerability profile changes across geographies, which may require
comprehensive monitoring and assessment of the impact on the overall network failure.

Table presents the element across different miles of the network.

Table 4.4: Weakest elements of telecommunications infrastructure system

Hazards

Coastal erosion

First mile

Sub-marine cables

| Middle mile

Optical fibre

Telecommunication
tower and optical fibre

Flood

Cable landing station

Optical fibre, Data centre

Generator & power back
up and optical fibre

Landslide

Optical fibre

Telecommunication
tower

Cyclone/windstorm

Cable landing station

Earth-station, Data
centre

Antenna and
telecommunication
towers

Earthquake

Cable landing station

Optical fibre, Data centre

DG sets, Building &

telecommunication tower
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5. Multi-hazard risk mapping
of telecommunications
assets




5.1. Background

India's diverse topography, encompassing hills, plains and coastal regions, significantly influences the design
and operation of telecommunications infrastructure. This infrastructure is subject to numerous hazards across
the country's states and union territories. Out of the 36 states and union territories, 27 are considered hazard
prone. Approximately 58.6 percent of the landmass is at risk of earthquakes, 12 percent is vulnerable to flooding
and 15 percent is prone to landslides. Additionally, 5,700 km of India's coastline are threatened by tsunamis and
cyclones. This study focuses on major hazards, including landslides, floods, cyclones, storm surges, lightning,
forest fires, flash floods and earthquakes.

It is essential to identify and map all natural hazards in the region that significantly affect the telecommunications
infrastructure system. While an all-hazard approach, which includes natural, human-induced, and environmental
hazards, is typically the most effective method for assessing risks to critical infrastructure, this assignment will
concentrate solely on natural hazards and their potential impacts on telecommunications infrastructure. Table
offers a comprehensive list of the natural hazards mapped across the five selected states under this assignment.

Table 5.1: List of natural hazards mapped for the selected five states

sL. Name of the Types of natural hazards

No. state

Geo-physical Hydrological Meteorological

e Earthquake e Cyclonic wind
Flood
e Landslide e Extreme wind

e Cyclonic wind
e Earthquake
Odisha e Flood e Extreme wind
e Landslide

e Storm surge

o Earthquake e Cyclonic wind
Tamil Nadu e Flood
e Landslide e Storm surge
e Cyclonic wind
e Earthquake

Gujarat e Flood e Storm surge

e Landslide
e Extreme wind

e Earthquake * Flood o Forest fire

Uttarakhand e Flash Flood

e Landslide e Cyclonic wind

Geographic information systems (GIS) play a crucial role in mapping the multi-hazard risks that infrastructure
systems face at various scales. They help assess the exposure and vulnerability of these systems to multiple
hazards. The frequency, severity, duration, and spatial extent of hazards determine the degree of exposure and
vulnerability of any infrastructure system. Figure illustrates a comprehensive approach for multi-hazard risk
mapping of telecommunications infrastructure systems.
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Figure 5.1: Methodology for multi-hazard risk mapping of telecommunication towers

The datasets used in this study were sourced from various organizations, including the Indian Meteorological
Department (IMD), State Disaster Management Authority (SDMA), Building Materials and Technology Promotion
Council (BMTPC), Survey of India (Sol), Geological Survey of India (GSI) and DoT. Extensive pre-processing
was conducted to ensure consistency and accuracy and create seamless datasets by removing any
inconsistencies and errors. Georeferencing was performed on the different data layers to establish spatial
correlations with ground reference points, and the datasets were digitized using a GIS platform. Data on
telecommunications assets, specifically the locations of telecommunications towers provided by the DoT, were
integrated into the geospatial platform to create a comprehensive geodatabase. This geodatabase facilitates
geospatial analytics for developing multi-hazard risk maps. Additionally, spatial queries were executed to identify
telecommunications towers located within hazard-prone zones across selected states and throughout India.
Rigorous quality checks and accuracy assessments were conducted at various stages to ensure the reliability of
the maps. This mapping encompasses eight key hazards significantly impacting telecommunications
infrastructure across various miles. The key insights gained from this mapping and the data sources are
presented in the section below.

Table 5.2: Datasets required for mapping and their corresponding sources

e ou

1 Building Materials and Technology Promotion Council Earthquake and Cyclonic Wind
(BMTPC)
2 Indian Meteorological Department (IMD) \lj\ll?r?c? SO SUTEE, ChE e
3 State Disaster Management Authority (SDMA) Cyclonic Wind, Landslide, Flood
[IT-Delhi Research Publication ‘Sharma, N., Saharia, M., &
Ramana, G. V. (2024). High-resolution landslide susceptibility .
4 . ! g i C o Landslide
mapping using ensemble machine learning and geospatial big
data’. Catena, 235, 107653, GSI
5 Forest Survey of India Forest Fire locations
6 DDMA, Jamnagar OFC network
7 APDCL, Noiboicha Power distribution network
8 Department of Telecommunications (DoT), Gol Telecommunication tower
9 Survey of India Administrative boundaries

5.2. Hazard risk mapping at national scale

Data on 0.77 million telecommunications towers collected from the DoT, Government of India, have been mapped
using a GIS platform. This mapping allows for assessing the hazard risk categories for these towers nationwide.
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Landslide

Approximately 15 percent of India's landmass is prone to landslides, affecting areas such as the Himalayas, the
northeastern region, the Western Ghats, the Nilgiris, the Vindhyas and the Eastern Ghats. About 4.75 percent of the land
is highly susceptible to landslides. States such as Himachal Pradesh, Uttarakhand, Maharashtra, Jammu and Kashmir,
Kerala, Mizoram, Karnataka, Nagaland, Sikkim, Arunachal Pradesh, Meghalaya, Manipur, Tamil Nadu and Assam
experience significant impacts from landslides. Figure 5.2 illustrates the mapping of telecommunications towers exposed
to various landslide hazard categories, and the accompanying table presents the percentage distribution of these towers
located in regions with moderate to high landslide susceptibility across the country.

Hazard category No. of towers
Very high 2.23 17,369
High 1.96 15,292
Moderate 1.85 14,425

Figure 5.2: Landslide exposure mapping of telecommunication towers in India
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Earthquake

Earthquake is another geophysical hazard that can significantly impact the telecommunication assets. In India, there are
four earthquake zones (ll, Ill, 1V, V), each indicating an increasing risk of damage. Seismic zone V encompasses Gujarat,
Uttarakhand, Himanchal Pradesh, Jammu and Kashmir, and northeastern states, making these areas highly vulnerable
to earthquake hazards. Figure 5.3 illustrates the mapping of telecommunications towers exposed to various seismic
zones and the accompanying table presents the percentage distribution of these towers located in various seismic across
the country. Most of the telecommunications assets (approximately 40 percent) fall under zone Ill, while 20.6 percent are
located in zone IV and 6.4 percent of the total assets comes under zone V, respectively. The telecommunication towers
in these regions are at much higher risk from earthquakes.

Hazard category No. of towers
Zone V 6.4 49,736

Zone IV 20.6 160,280

Zone I 40 315,679

Figure 5.3: Earthquake exposure mapping of telecommunication towers in India
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Storm surge

Coastal states in India are mostly affected by storm surges, which result from an unusual rise in the sea level caused by
tropical cyclones or storms.“* The IMD has mapped the districts in these coastal states that are vulnerable to storm surges,
with heights ranging from 2.5 to 13.7 m. Figure 5.4 illustrates the mapping of telecommunications towers exposed to
different storm surge height categories, and the accompanying table presents the percentage distribution of these towers
located in regions (7 km from the coast) susceptible to different storm surge heights across the country. The eastern coast
is exposed to a much higher range of storm surges, exposing the telecommunications towers to higher risk in these areas.
West Bengal, Andhra Pradesh and Tamil Nadu are especially susceptible to storm surge greater than 6 m.

Storm surge (m) No. of towers
11.1-13.7 0.92 7,221
8.1-11.0 0.06 537

6.1-8.0 0.12 908

Figure 5.4: Storm surge exposure mapping of telecommunications towers in India
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Cyclonic wind

Cyclones are hydrometeorological hazards that cause significant damages to life and infrastructure. There are 74
districts with coastal boundaries and 26 districts located further from the coast, making a total of 100 districts prone to
cyclones.* BMTPC has categorized different regions of India into various damage risk zones as per the basic wind
speed (Vb).*> The telecommunications towers are mapped in these cyclonic wind risk zones to identify the towers at risk
and are shown in Figure 5.5. Currently, 0.2 million (26 percent) telecommunications towers are exposed to the very high
damage risk zone. The percentage distribution of telecommunications towers exposed to various cyclonic wind zones is

shown in tabulated below.

Hazard category

No. of towers

Very high (A) 0.82 6,420
Very high (B) 26 198,940
High 30 232,104

Figure 5.5: Cyclone exposure mapping of telecommunications towers in India
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Flood

India is highly susceptible to floods, with around 40 million hectares of land at risk every year, resulting in significant
damage to humans, infrastructure and critical facilities*®. The IMD provides necessary updates and alerts to reduce the
damage due to floods; however, flooding remains a major hazard, with numerous events reported every year. Floods
pose a significant threat to telecommunications assets and disrupt emergency communication both during and after
disasters. The IMD has categorized different districts in terms of the number of flood events. The telecommunications
towers are mapped in these districts, and, accordingly, the towers at risk are estimated. Figure 5.6 illustrates the mapping
of telecommunications towers exposed to flood hazard categories. The accompanying table presents the percentage
distribution of these towers located in regions with moderate to very high floods across the country.

Hazard category No. of towers
Very high 6 44,461

High 11 86,956
Moderate 26 201,390

Figure 5.6: Flood exposure mapping of telecommunication towers in India
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Lightning

Recent attention has focused on the hazards posed by lightning, as the damage to life and infrastructure continues to
increase every year. Global warming is a significant factor contributing to the increased intensity and frequency of
lightning strikes.” Climate Resilient Observing Systems Promotion Council (CROPC) has mapped the number of
lightning strikes across the country. Figure 5.7 illustrates the mapping of telecommunication towers exposed to different
lightning strikes, and the accompanying table presents the percentage distribution of these towers located in regions
having several lightning strikes greater than 0.2 million. Approximately 0.23 million telecommunications towers are
situated in the states with more than 0.4 million lightning strikes.

No. of lightning No. of towers

strikes

>400,000 30 234,679
200,000—
400,000 45 350,534

Figure 5.7: Lightning exposure mapping of telecommunication towers in India
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5.3. Multi-hazard risk mapping for selected five states

Uttarakhand

Uttarakhand, a mountainous state in
northern India, is characterized by
significant elevation variations in its
topography and is vulnerable to a wide
range of hazards, including earthquakes,
landslides, flash floods, forest fires, floods
and cyclonic winds. The state falls within
seismic zones |V and V, which poses a
considerable threat to telecommunication
infrastructure. Certain districts such as
Udham Singh Nagar, Haridwar, Nainital,
Champawat and Pauri Garhwal are
particularly susceptible to strong cyclonic
winds. Tehri Garhwal, Pauri Garhwal and
Pithoragarh have the highest number of
telecommunications towers at risk from
landslides. Almora and Pauri Garhwal
also have a significant number of towers
exposed to flash flood hazards.
Additionally, Dehradun and Pithoragarh

Figure 5.8: Multi-hazard exposure mapping of telecommunication

towers: Uttarakhand

receive more than 35 days of heavy rainfall annually. Moreover, nearly 1 percent of the telecommunications
towers are located in areas highly sensitive to forest fires.

Figure depicts the mapping of 9,756 telecommunications towers exposed to these hazards, while Table 5.3
shows the percentage distribution of these towers situated in areas across the state with moderate to high hazard
susceptibility.

Table 5.3: Number of towers exposed to multi-hazards in Uttarakhand

No. of towers

Flood 5 485
Very high cyclonic wind 25 2,440
Earthquake zones IV and V 100 9,756
High landslide 10 981
High flash flood <1 66
High forest fire <1 38
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Assam

Figure 5.9: Multi-hazard exposure mapping of telecommunication

towers: Assam

landslides.

Assam, located in the northeastern region
of India, is highly prone to floods, cyclonic
winds, landslides and earthquakes. The
entire region of Assam lies in zone V for
earthquakes, posing a significant threat to
telecommunications  assets.  Several
districts, such as Kamrup, Nagaon,
Cachar and Dibrugarh are particularly
susceptible to very high cyclonic wind
zones. Flooding is common in many
districts of Assam, with Nagaon, Barpeta,
Lakhimpur and Tinsukia districts being
especially prone to floods, putting many
telecommunications towers at risk.
Additionally, the Kamrup Metro and Dima
Hasao districts are particularly
susceptible to severe landslides, with the
maximum number of telecommunications
towers in those areas exposed to

Figure depicts the mapping of 18,388 telecommunications towers that are exposed to these hazards, while Table
5.4 shows the percentage distribution of these towers situated in areas across the state with moderate to high
hazard susceptibility.

Table 5.4: Number of towers exposed to multi-hazards in Assam

No. of towers

High flood 43 7,865

Very high cyclonic wind 83 15,352
Earthquake zone V 100 18,388
High landslide 5 1,032
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Tamil Nadu

Tamil Nadu is a coastal state located in
the southern region of India. A major
portion of it lies in seismic zone lll, which
poses a moderate risk to
telecommunications assets. In recent
years, flooding has become a frequent
occurrence in the state. Flood-prone
locations are identified by the Tamil Nadu
SDMA, and a buffer of 2 km is drawn to
identify which telecommunication towers
are at risk. Chennai, Chengalpattu and
Kanchipuram districts have the maximum
number of towers exposed to very high
flood levels. Moreover, Tamil Nadu is
also severely affected by cyclonic winds,
with large areas of the state categorized
as being in very high- and high-risk
categories. The Chennai, Chengalpattu
and Tiruvallur districts are susceptible to
very high cyclonic wind zones,

Figure 5.10: Multi-hazard exposure mapping of telecommunication

towers: Tamil Nadu

threatening maximum telecommunication towers. Kanchipuram, Thanjavur and Tirunelveli are the top three
districts susceptible to storm surge greater than 6 m. The Nilgiris and Dindigul districts are susceptible to high
landslides and have the maximum number of telecommunications towers exposed to landslides.

Figure depicts the mapping of 48,416 telecommunications towers that are exposed to these hazards, while Table
5.5 shows the percentage distribution of these towers situated in areas across the state with moderate to high
hazard susceptibility.

Table 5.5: Number of towers exposed to multi-hazards in Tamil Nadu

No. of towers

Flood (very high, high, and 33 16,113
medium)
Cyclonic wind_ (very high and 57 27,690
high)
Landslide 1 516
Storm surge (>6 m) 14 6,796
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Odisha

Figure 5.11: Multi-hazard exposure mapping of telecommunications

towers: Odisha

Odisha is a coastal state lying in the
eastern region of India. The state is prone
to various natural hazards, including
floods, storm surges, cyclonic winds,
earthquakes and landslides. Being a
coastal state, Odisha experiences a
significant risk from cyclonic winds and
has witnessed many severe cyclonic
events in the past. There are 14 Odisha
districts that are very highly susceptible to
cyclonic wind. Among these, Khordha,
Cuttack and Balasore have the maximum
number of telecommunications towers
exposed to such intense winds. While
landslides are uncommon in Odisha and
pose a very low risk to
telecommunications towers, the districts
of Balasore, Bhadrak, Kendraparha and
Jagatsinghpur are susceptible to storm
surges greater than 6 m and have the
largest number of telecommunications

towers at risk from storm surges. Ten districts of Odisha are susceptible to floods. The Balasore, Jajapur and
Kendraparha districts have the highest number of telecommunications towers exposed to flood.

Figure depicts the mapping of 26,919 telecommunications towers that are exposed to these hazards, while Table
5.6 shows the percentage distribution of these towers situated in areas across the state with moderate to high
hazard susceptibility.

Table 5.6: Number of towers exposed to multi-hazards in Odisha

No. of towers

Flood 13 3,843
Cyclonic winq (very high and 57 15,406
high)
Earthquake zone Il 36 9,666
Landslide <1 9
Storm surge (>6 m) 14 3,788
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Gujarat

The western state of Gujarat is prone to
several hazards due to its coastal
geography. This makes the region
vulnerable to severe cyclonic storms,
storm surges, earthquakes, landslides
and floods. Fourteen districts of Gujarat
are particularly susceptible to very high
cyclonic winds, which pose a significant
threat to telecommunications towers.
Kachchh, Jamnagar and Bhavnagar
have the highest number of these
telecommunication towers exposed to
very high cyclonic wind. Meanwhile, the
Bhavnagar and Amreli districts have the
highest number of telecommunications
towers at risk from storm surges.
Ahmedabad, Gandhinagar and
Banaskantha are highly susceptible to
flooding, with a large number of
telecommunications towers at risk.
Additionally, four districts near the
Maharashtra border are susceptible to landslides, though the threat to telecommunications towers in these areas
is low. Valsad and Dangs districts have the most telecommunications towers exposed to landslides.

Figure 5.12: Multi-hazard exposure mapping of telecommunication
towers: Gujarat

Figure depicts the mapping of 45,249 telecommunication towers that are exposed to these hazards, while Table
5.7 shows the percentage distribution of these towers situated in areas across the state with moderate to high
hazard susceptibility.

Table 5.7: Number of towers exposed to multi-hazards in Gujarat

No. of towers

Flood 12 5,512

Cyclonic winq (very high and 28 12,650
high)

Earthquake zones IV and V 12 5,653

Landslide 2 1,093

Storm surge (>6 m) 5 2,520
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5.4. Multi-hazard risk mapping at district scale

GIS mapping of OFC across Jamnagar and Dwarka districts, Gujarat

A GIS mapping of the OFC network has been
conducted to assess its exposure to heavy rainfall,
storm surges and earthquakes. This data was
provided by the District Disaster Management
Authority (DDMA) of Jamnagar. Located in seismic
zone |V, Jamnagar is affected by storm surges
ranging from 2.5 to 6 m and experiences over 17
days of heavy rainfall annually. Figure illustrates
the multi-hazard risk map of the OFC network at
the district level. This map is a valuable tool for
planning space-based telecommunications
arrangements in the region.

Figure 5.13: Multi-hazard exposure mapping of OFC cable:
Jamnagar and Dwarka districts, Gujarat

Table 5.8: OFC network exposed to multi-hazard in Jamnagar and Dwarka districts, Gujarat

Total OFC network length (km)

Jamnagar 46 740

Devbhumi Dwarka 45 393

GIS mapping of telecommunications towers susceptible to landslide hazard across Rudraprayag
district, Uttarakhand

The Rudraprayag district in Uttarakhand is
highly susceptible to landslides and is located
within seismic zones IV and V. Each year, the
district endures significant damage and loss of
infrastructure and life. Using data from the
DDMA of Rudraprayag, a GIS mapping of
telecommunications towers exposed to
landslide hazards has been conducted. Figure
presents the landslide hazard risk map for
telecommunications towers at the district level.
This map serves as a crucial tool for planning
and designing the foundations of
telecommunications towers in areas with high

landslide risk. , 5 -
Figure 5.14: Multi-hazard exposure mapping of
telecommunications towers: Rudraprayag district, Uttarakhand
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Table 5.8: Number of towers exposed to landslide and earthquake zone V in Rudraprayag district, Uttarakhand

Total number of towers

Rudraprayag 13 198

GIS mapping of power and telecommunications assets exposed to multi-hazards across Nowboicha
Tehsil under Lakhimpur district, Assam

Assam is highly susceptible to perennial floods,
and Nowboicha tehsil in the Lakhimpur district is
particularly vulnerable due to its location within
high-risk areas for floods, cyclonic winds and
seismic zones. These hazards frequently affect
interconnected infrastructure such as power,
roads and buildings, leading to cascading impacts
on the availability of telecommunications services
across the region. Utilizing data from the Assam
Power Distribution Company Limited (APDCL),
Assam State Disaster Management Authority
(ASDMA) and the DoT, Government of India, a
GIS mapping of telecommunication towers
exposed to these hazards has been conducted.
Figure showcases the multi-hazard risk map for
telecommunication towers at the tehsil (block)

level. This map is an essential tool for planning and  rj e 5.15: Multi-hazard exposure mapping of

designing a redundant infrastructure system to c/ccommunication towers: Nowboicha tehsil, Assam
ensure the continuity of telecommunications

services during disasters.

Table 5.9: Number of towers exposed to multi-hazard (earthquake zone V, high flood, high cyclone) in
Nowboicha tehsil, Assam

Total number of

Tehsil (Block), Assam telecommunication

towers

Nowboicha 8 68
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6. Transforming catastrophe
Into continuity: A disaster
resilience framework




6.1. Unlocking disaster resilience

A disaster resilience framework is essential for enhancing preparedness, reducing vulnerabilities and facilitating
the rapid recovery of infrastructure following disasters. The Sendai Framework for Disaster Risk Reduction
(2015-30) serves as a global blueprint to minimize disaster-related losses in terms of lives, livelihoods and
infrastructure. Resilience frameworks consist of concepts and practices developed based on practical evidence
and experience. They encompass strategies, services and mechanisms designed to improve the overall
resilience posture. Most frameworks are designed to bridge the gap between strategic and operational levels,
ensuring that high-level policies are effectively implemented at the grassroots level. Conversely, operational-level
frameworks focus on local contexts and stakeholder-driven initiatives, providing practical tools and strategies
tailored to the specific needs and conditions of local communities, businesses and infrastructure.

The following section of this chapter offers a comprehensive assessment of various resilience frameworks,
detailed in Annexure 4: Details of global resilience framework, of this document, exploring their components and
unique approaches to addressing disaster risk and resilience, ensuring adaptability and reducing vulnerabilities.

6.2. Key insights from global resilience frameworks

The insights presented in this review go beyond a mere compilation of information; they represent a concerted
effort to contribute to developing a robust framework for assessing disaster risk and resilience within the
telecommunications infrastructure system. This review also highlights innovative approaches to resilience, such
as integrating advanced technologies, promoting social inclusivity and adopting a system-scale perspective. A
thorough examination of resilience frameworks underscores the crucial role of system capacity, effective process
management and strong stakeholder engagement in mitigating disaster impacts and fostering resilience.
Consequently, a strategic approach to enhancing resilience involves planned interventions at the asset, network
and system levels throughout all phases of the disaster cycle—pre-event preparedness, during-event response
and post-event recovery. The frameworks reviewed take a multi-dimensional approach, recognizing that critical
infrastructure systems often encompass multiple resilience parameters. To navigate this complexity, a layered
response emerges as the optimal structure, allowing for the independent modification and analysis of individual
components while maintaining their interconnectedness to ensure a comprehensive assessment. Furthermore,
the comparative analysis of these frameworks emphasizes the importance of considering the inherent
interdependencies within critical infrastructure systems and the significant impacts that may arise from
unanticipated current and future climate change. Table gives a brief description of the reviewed global resilience
frameworks.

Table 6.1: Brief description of the reviewed global resilience frameworks

:gfrel.ls_tructler: The framework uses a risk-based layered

R?Sk' |§ncy.d defence, which analyzes the likelihood and

FIS - asek All critical Reaional potential severity of threats and adopts a

2(r)a1rg4<89wor, infrastructure 9 multiple-layer approach to mitigate risks. It
emphasizes resilience throughout the entire
infrastructure lifecycle.

Infr_a_struc’fure Transport . A structured risk-resilience framework helps

resilience: De- . National . : .

L infrastructure address operational blind spots in infrastructure

risking transport . . .

. projects through proactive risk management

infrastructure
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projects in India,
2023%

tailored to different sectors and leveraging data
for risk assessment.

Future-proofing
energy systems:

Global, National,

Customizes energy resilience solutions to
specific needs, ensuring diversity, redundancy,
flexibility and adaptability, and adapt using

The.IlEnergy Energy Subpatlonal, valuable lessons learned for further
Resilience Regional and . "
£ improvement. It also assesses critical
ramework, Local inf i lish
20195 infrastructure  resilience apd establishes
supportive policies and regulations.
Resilience-building strategies should be
DFID’s Disaster All criti Countries, tailored to the specific context, focusing on
o critical o . : ;
Resilience infrastructure communities, proactive measures, reliable funding, and
Framework®' and households | integration into broader development and
humanitarian aid efforts.
Infrastructure National, The framework highlights community benefits
Resilience Communication, subnational, by identifying potential hazard impacts,
Plannin transport, energy, regional and preparing to withstand, adapt to, and mitigate
FrameV\?ork water/wastewater territorial evolving threats, integrating infrastructure
(IRPF), 20227 system government, and | resilience into planning and implementation,
’ organizational and recovering quickly to return to normalcy.
The index establishes relationships between
Critical Oraganizational key performance indicators (KPIs) and system
Infrastructure All critical ang operations, highlighting targeted resilience
Resilience Index | infrastructure technoloaical measures, pre-crisis mitigation, post-crisis
(CIRI), 2017 9 evaluation, monitoring  and response,

restoration, reconstruction and recovery.

DHS Resilience

Energy, water,
information and

National and

The framework provides detailed guidance to
the stakeholders for conducting a criticality
assessment, assessing liabilities, identifying

Al RIS 2l subnational resilience gaps, devising resilience solutions
2018 technology and e gaps, g ;
. and integrating resilience solutions to
transportation . "
strengthen infrastructure resilience.
The framework addresses climate change
Ener impacts, enhances adaptation capacity,
USAID’s Climate- ay, integrates  climate  considerations into
I transportation, .
Resilient development planning and encourages
water resources, Global

Development,
20145

communications
and other sectors

collaboration among stakeholders. It advocates
adaptive management, allowing adjustments
based on new information and changing
conditions.
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;Zzilﬁ)eEn(c):ePLES Uslites: Govz_ernment This framework_ §uggests monitoring social and
Eramework social/community services .and communlty. reS|I|enc§ at the following scales:
2013 community Global, national, regional and local.
The Climate The framework evaluates climate vulnerabilities
Resilience All critical Regional and risks, even accounting for uncertainties,
Framework, infrastructure and can address emerging, indirect and slow-
20145 onset climate impacts and hazards.
Resilience Energy, industry, National The resilience framework assesses four key
Framework of water, subnatio,nal layers: climate hazard and parameters, critical
Critical transportation, and local ’ infrastructure and interdependencies risks and
Infrastructure information and government and impacts from climate change, and the capacity
(EU-Circle), communication oraanizational of critical infrastructure to withstand, respond,
201838 technology 9 recover and strengthen resilience.

The framework helps analyze and address
Vulnerability to . vulnerabilities by identifyin_g .key factors:
Resilience (V2R) | All critical Individuals, exposure to hazards, fragile livelihoods, future
Framework infrastructure households and | uncertainty and weak governance. It also helps
20115 ’ communities to analyze linkages between these factors and

develop ideas for action to strengthen

resilience.

6.3. Disaster Risk and Resilience Assessment Framework

The Disaster Risk and Resilience Assessment Framework (DRRAF) is designed to provide a comprehensive
guide for stakeholders to understand and address current and future risks affecting infrastructure systems. At
present, there is a notable absence of a holistic framework specifically tailored to guide telecommunication
stakeholders in integrating disaster resilience into their operations. DRRAF aims to fill this gap by enhancing the
processes of identifying, assessing and mitigating various disaster risks while also developing strategies to
bolster resilience within telecommunications infrastructure systems. This proposed framework aligns with and
complements various global resilience frameworks, ensuring a cohesive approach to disaster risk management
and resilience building internationally. Below are some of the unique features of the framework.

> Consider multi-hazard cascading and compounding impacts
> Strengthen resilience at asset, network and system levels, identifying the weakest element

> Select optimal resilience interventions (cost-effective, technically feasible, socially acceptable and nature-

friendly)

> Record periodic and event-based changes to adapt to dynamic vulnerabilities
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> Learn through monitoring and evaluation of each disaster event impacts

Figure 6.1: Disaster Risk and Resilience Assessment Framework

The DRRAF consists of two interactive layers: the risk layer and the resilience layer. The risk layer maps both
acute and chronic hazards, infrastructure, institutions and communities across various geographies. It provides
stakeholders with insights into the system’s coping capacity at different levels of risk and identifies the system’s
weakest element. The resilience layer offers an in-depth analysis of necessary changes in systemic elements,
considering the dynamically changing nature of disaster vulnerabilities. It also suggests mechanisms for
monitoring and evaluation, enabling learning and adaptation as vulnerabilities evolve over time.

The framework can be applied to periodic and event-based changes across diverse geographic areas and all
aspects of telecommunications infrastructure systems. Risk information from the risk layer serves as input for the
resilience layer, while insights from the resilience layer provide feedback to the risk layer, helping to identify
emerging risks over time.

Risk layer
The risk layer assesses the risk profile of telecommunications and its interconnected infrastructure system.
Resilience layer

The resilience layer identifies and prioritizes various resilience options and assesses the cost of inaction and
the benefits of investments in resilience.
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Brief description of components and sub-components of risk layer

Map infrastructure and hazards: This component identifies and maps infrastructure, technologies, stakeholders
and hazards across all three miles in various geographies.

Identify telecommunication
infrastructure, its
interconnectedness and
interdependency

Identify and map telecommunications infrastructure both wired and
wireless, and the interconnected infrastructure systems such as
power, road and buildings

Map the linkages through wire/wireless connections; critical nodes
such as MSC; NoC; Data Centre; technologies 2G-5G and beyond;
Map the linkages, critical alternate technologies such as SATCOM, HAM, radio

nodes, technologies and communications; and redundant infrastructure such as Cell on
redundancies Wheel, Mobile Exchanges, Micro Grids and networks such as ring or
mesh network

Map the stakeholder Map all key stakeholders such as TSPs/ISPs/IPs, LSA, State
Disaster Management Departments, SDMA, DDMA, power and
buildings, roads, efc.

Map the telecom Map the telecom subscriber base (wireless and wireline subscribers,

subscribers across etc.) residing across geographies
geographies

Map the natural hazards under the following three categories: geo-
physical, hydrological and meteorological for the selected
geographies

Map shocks and stresses
(existing and potent)

Assessing the degree of interdependencies of other infrastructures
assessing the cascading and compounding impacts

Assess the degree of
dependencies
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Assess system state: This component looks into the hazard, risk and vulnerability assessment of the Indian
telecommunications sector to identify the weakest elements across the system.

LR e EReEile GIEmEE GIS mapping of the exposed infrastructure under various hazards

Map the exposure elements into consideration

Develop vulnerability functions considering the structural (such as
material specifications, age, etc.) and hazard parameters (such as
intensity, duration, frequency and spatial extent); carry out a risk
assessment

Assess vulnerability and

risk the exposure elements

. . Assess on-ground condition of exposed elements (such as
Assess the coping capacity telecommunication towers, poles and road networks) against natural
of systemic elements hazards by considering damage pattern and degree of loss

Identify the most vulnerable telecom infrastructure system elements
Identify the weakest based on the results obtained through the hazard, risk, and
elements across the vulnerability assessment

system

Brief description of components and sub-components of resilience layer

This section focuses on identifying, prioritizing, and finalizing the resilience solutions to strengthen the
telecommunications sector’s resilience

. . Identify the resilience options that are cost-effective, nature-friendly,
Identify and prioritize technically viable and socially acceptable under five dimensions, viz.
resilience options under policy, institutions and processes (PIPs), technical planning and
five dimensions design, operations and maintenance, financial arrangements and
expertise/capacity enhancement. Prioritize the resilience options
based on cost-benefit analysis of different resilience measures
considering the following parameters such as risk state, dynamic
vulnerability, asset’s lifecycle cost and socio-economic benefit

Identify prioritize resilience
options under five
dimensions

Monitor, learn, update and adapt

Cyclic and event-based - This involves the process of monitoring the
performance of the system, capturing and updating the learnings,

LIl T BRI upgrading the system capacity and adapting to the change

the system
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Capture the learnings and
update the information
regarding vulnerability,
sensitivity, risk and impact

e Update the system capacity

e Adapt with the change

Capture learnings from managing recent disasters

Update the information across the system and stakeholder

Enhance system capacity to adapt with dynamic change through
technological advancements and sharing information across the
peers

6.4. Datasets for disaster risk and resilience assessment

Table 6.2: Datasets for disaster risk and resilience assessment

Risk layer Datasets

Resilience layer

Infrastructure
system

Hazard Multi-hazard dataset at district and sub-district scale
E GIS datasets of telecommunication and interconnected/interdependent assets for all
Xposure ;

three miles

Vulnerability Sensitivity, susceptibility and damageability/damage function of assets due to multi-
hazard exposure

Capacit Absorptive, coping, restorative and adaptive capacity of the system under

pactty consideration

Loss and damage of life, infrastructure, demography, services and consumers,

Risk business, livelihood, productivity, learning hours, supply chain, information,
income/wages, health, transportation, etc.

Infrastructure owners and tenants, cost, lifecycle, types, technical standard,
certification, geospatial network maps

Operation and
maintenance

Periodic maintenance details, corrective and preventive actions (CAPA), asset
inventory details, service contracts

Policy and
governance

Policy, guidelines, SoPs and action plans of the sector

Capacity building
and institutional
strengthening

Knowledge gap assessment, training and skill development need, capacity building
plan, stakeholder engagement plan

Financial
arrangement and
incentives

Viability gap funding, grants, revenue model, insurance options, and risk-sharing
instruments
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6.5. Disaster risk and resilience index for selected five states
(considering five domains and nine resilience parameters)

Disaster risk is a function of hazard, vulnerability and intrinsic capacity of any system. It is defined as
Disaster Risk = Hazard (H) x Vulnerability (V) / Capacity (C)

The Disaster Risk Index (DRI) for an infrastructure system is a comprehensive tool for identifying and assessing
disaster risks. It analyzes both the likelihood of hazards and their potential impacts on infrastructure. This index
incorporates a range of geographical and socio-economic factors to accurately evaluate vulnerability and
impacts. It also monitors the evolution of risk within the infrastructure system for each hazard type according to
their degree of exposure.

The DRI serves as a vital tool for informing policy changes, infrastructure planning and design, operational
procedures, maintenance strategies, capacity building and financial investments. It establishes a benchmark for
evaluating a system’s effectiveness under various disaster scenarios. The index incorporates key indicators,
including good governance, learning capacity, resourcefulness, flexibility, responsiveness, redundancy,
robustness, information flows, safe failure and interdependency. By assessing these factors, the index monitors
a system's ability to adapt, manage and respond effectively to disasters.

This section outlines a systematic approach followed to develop the disaster risk and resilience index for five
selected states.

Methodology for risk index development

The risk index for the telecommunications infrastructure system has been developed by evaluating the local
hazard exposure of telecommunications assets across each state. Geospatial analysis has been employed to
estimate the exposure of these assets to varying levels of hazard severity. The risk index is divided into six
categories, each reflecting a different level of hazard severity and the percentage of assets located within these
zones. An ordinal scale assigns arisk score based on the range of asset exposure percentages, providing a clear
risk index. Figure 6.2: Hazard risk index of five selected states

represents the hazard risk index of five selected states and Figure 6.3: Hazard severity scale and its
corresponding risk score

represents the hazard severity scale and its corresponding risk score.

Figure 6.2: Hazard risk index of five selected states Figure 6.3: Hazard severity
scale and its corresponding

risk score
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Methodology for resilience index development

The resilience index for the telecommunications infrastructure system was developed by assessing various
resilience key performance indicators (KPIs) across each state. These KPIs were evaluated based on feedback
from stakeholders, collected through focus group discussions (FGD) and key informant interviews (KII) conducted
during field consultations in the three most vulnerable districts, as well as three blocks in each selected state.
Each response was weighted equally across the different KPIs. Further, ranks were assigned between 0 and 5,
where a score of 0 indicates that the system is not resilient, while a score of 5 indicates that the system has inbuilt
resilience. The resilience score has been estimated using the weighted average of each KPI individual score as
shown below

n

Resilience KPI score (RS) = Z a; *w
i=1

where q; is the normalized average rank for the selected blocks against ith question and w is the weight assigned
to each question.
The combined resilience score of the state was estimated by summing each KPI score as shown below:

10
Resilience Index (RI) = Z RS;

i=1
where RS; is the resilience score for the ith KPI.

Figure 6.4: System with low resilience score to system with high resilience score

represents the system with a low resilience score to a system with a high resilience score and Figure 6.5:
Resilience index of five selected states

represents the resilience index of five selected states.

Resilience score
0 No data Resilience KPIs Assam | Gujarat | Tamil Nadu | Odisha | Uttarakhand
Good governance
Rar:ao,“)/ ery Capacity to learn
Low, Resourcefulness
2 sometimes Flexibility
3 Often, Responsiveness
moderate Redundancy
4 Likely, high Robustness
Always, very Information Flows
high Safe Failure
interdependancy

Figure 6.4: System with

low resilience score to Figure 6.5: Resilience index of five selected states
system with high
resilience score
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7.1. Recommendations

This section outlines several recommendations for national and sub-national stakeholders across five domains:
(i) Policy, (ii) Planning and Institutions, (iii) Technical Planning and Design, (iv) Operation and Maintenance,
Financial Arrangements, and Incentives, and (v) Expertise. These recommendations aim to guide the
stakeholders in developing short-, medium- and long-term roadmaps to strengthen disaster resilience across the
sector at a system scale. The key recommendations are listed below.

Recommendation 1: Enhance technical planning and design to withstand disaster impacts

> There are increasing service availability issues across highly disaster-vulnerable regions and rural areas
due to inadequate redundancy in network planning and limited availability of emergency communication
devices. Hence, there is a need to carry out a comprehensive need assessment for adding
redundancy in the network, pre-positioning of Cell on Balloon, Cell on Truck, Cell on Ship and
Boat, High Altitude Platform System (HAPS), procuring emergency communication devices and
restore landline phones based on historical and forecasted hazard risk information.

> There is limited Cell on Wheels (CoW) available across states and with operators. Hence, the DoT may
maintain an appropriate number of CoWs centrally and may deploy them as per the requirements
across the country.

> There is an increasing disaster threat of submarine cable cuts due to erosion at the coast and high-
intensity coastal hazards. Hence, there is a need to plan for multiple cable landing zones across
coastal states to ensure better redundancy in the first-mile network.

> Twenty-seven percent of telecommunications towers are vulnerable to high earthquake hazards across
the country. Hence, there is a need to ensure sufficient seismic resilience to these assets.

> There is an interoperability issue across different-generation telecommunication devices. Hence, there
is a need to provision for low latency (10-20 ms from the existing 250 ms) wireless communication
to sync with next-generation LEO satellite communication technologies (having latency between
2 and 27 ms).

> DC requires a large amount of uninterrupted power throughout the year. Frequent damage to power
infrastructure due to disasters may have a cascading impact on the DC operation. Hence, a captive
power supply in the DC must be planned through two feeder lines falling under different hazard-
vulnerable zones.

> There is an insufficient dedicated duct available along the district/sub-district road network for laying
telecommunications cables, which leads to frequent damage of these cables. Hence, the provision of a
common duct across this region on a cost-sharing basis with operators may help reduce the
frequent damage of OFC cuts.

Recommendation 2: Develop robust multi-hazard information repository for the sector

> The reporting format of SDRF funding does not include telecommunications department damage loss
information, and there is limited historical multi-hazard damage and loss information available for the
sector. Hence, mainstreaming disaster data collection using updated data format may help develop
a robust multi-hazard data repository for the sector.

> There are limited multi-hazard zonation maps available across a state and at a sub-district scale, and
these maps have limited information on hazard intensity, frequency, and duration. Hence, there is a need
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to develop standard and updated multi-hazard zonation maps across all states up to the sub-
district scale.

There is no comprehensive assessment to identify the critical telecommunication assets that may provide
minimum service connectivity during a disaster. Hence, there is a need to carry out a comprehensive
assessment to identify such critical infrastructure at a sub-district scale that may provide the
required connectivity.

Recommendation 3: Risk informed governance across the sector

Due to limited disaster risk information available at the local scale, there is inadequate disaster
preparedness. Hence, increasing the accuracy and scale of hazard forecasting and mainstreaming
disaster risk modelling for location-specific risk understanding may help in risk-informed
governance across the sector.

Building susceptibility to multi-hazard often leads to damage to Roof Top Towers (RTT). Hence, ensuring
the building codes consider multi-hazard impacts may help reduce the vulnerability of RTT due
to building failure.

There is a limited mechanism to validate telecommunication asset damage loss information provided by
the operators. Hence, a disaster task force at each LSA level must be formed to validate damage
loss information.

There is a limited understanding of disaster vulnerability and risk of telecommunications infrastructure
system among the stakeholders, which restricts effective preparedness and impacts restoration activities
at the local scale. Hence, a disaster resilience lab should be set up at the national level under the
guidance of the National Communication Academy (NCA) to support robust decision-making.

There is an increasing issue of community violence due to poor network and service availability during
disasters. Hence, there is a need to upgrade the ‘Sanchar Saathi’ portal to register and address
consumer grievances online during disasters.

Recommendation 4: Develop a cross-sectoral framework and leverage partnerships for stakeholder

collaboration

> There is no knowledge-sharing platform that can guide stakeholders in improving collaborations to
better manage the disaster collectively. Hence, there is a need to establish a countrywide
knowledge platform to exchange disaster management learnings.

> Power outages have a significant cascading impact on telecommunications service continuity.
Developing a framework to ensure uninterrupted power supply to critical telecommunications
sites through alternate power arrangements such as renewable energy and microgrids can
help manage the disaster and restore the services effectively.

> There is a lack of dedicated telecommunications infrastructure at critical industrial
locations/parks/zones and multipurpose disaster shelters across the country. Hence, developing a
framework to establish a dedicated telecommunication infrastructure system at these
locations may help establish better connectivity during a disaster. For dedicated
telecommunications services, a premium tariff may be charged to the consumers.
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Recommendation 5: Increase financial arrangements for strengthening infrastructure resilience

>» There is limited financing support available for strengthening the resilience of infrastructure systems
across the country. Hence, assessing the need for resilience building and provisioning the budget
for the financial planning of the line departments may help reduce infrastructure damage and loss
and consequent economic loss.

> There is limited terrestrial network bandwidth availability in the mountainous regions. Extend financial
support through USOF/Digital Bharat Nidhi to establish SESG to provide connectivity to the
mountainous region through the LEO satellite constellation in the future.

Recommendation 6: Develop risk-sharing instruments for telecommunication operators

> There is no risk-sharing instrument available for derisking the telecommunication operators. The
parametric insurance model may extend the risk-financing support to the operators.

Recommendation 7: Promote last-mile connectivity and information access

> There are insufficient communication channels for sending disaster warnings/alerts and restoration
updates to last-mile residents in remote locations. Hence, it is required to make a provision to
provide each ‘Aapda Mitra’ volunteer, village head, Anganwadi leader, postman, etc., with
alternate communication devices, such as shortwave radio communication devices to establish
last-mile connectivity and support information access to them.

> There is limited bandwidth available for disaster communication in remote areas. Hence, extending the
inter-band spectrum sharing for such regions may improve emergency communication.

> There is a limited connectivity provision in non-feasible regions. The DoT may provide funding support
to operators for setting up an asset in the non-feasible regions through the bidding or nomination
process. Other operators may latch based on the tariffs defined by TRAI. Additional spectrum may
be allocated during emergency situations.
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Recommendation 8: Leverage collaborative and digital efforts to strengthen service restoration

activities

> There is limited logistic support available to the telecommunications operators from the local
administration. Priority support and arrangement of fuel, power and transportation may help
strengthen better restoration activities.

>» There is a cumbersome approval process for telecommunications service restoration activities. Making
a single-window digital permission system provision may expedite the restoration activities.

> There is limited spatial information available about the optical fibre network damage. GIS mapping of
the countrywide OFC cable network and integrating it with a real-time fault management system
may help restore the services faster.

> There is a significant delay in submarine cable repair due to the multi-stage approval process. This may
result in a major connectivity blackout in the future. Hence, there should be a provision for specialized
Indian shipping vessels to repair the submarine cables to expedite the restoration activities.

Recommendation 9: Upscale institutional capacity and improve last-mile expertise

> There is a consumer knowledge gap at the last mile for ICR service activation. Community awareness
programmes may help improve the last-mile capacity to avail of these services.

> There is insufficient manpower in rural areas for preventive maintenance and restoration work.
Upscaling institutional capacity through comprehensive resource need assessment for these
activities at the block/district level may improve the operational resilience of the system.

> Availability and usage of satellite phones across line departments are limited due to their high cost,
complex handling, and limited function in indoor/denser regions. Hence, it is necessary to provide
user-friendly, cost-effective satellite phones for line departments supporting disaster
management activities.

Recommendation 10: Improve the service quality through precise monitoring mechanism

> There is a frequent issue of call connectivity and network congestion during the golden hour of disaster.
There is also limited information available from the DoT on the number of call attempts made by
telecommunications subscribers in the impacted regions. Hence, daily/weekly monitoring of call
traffic, dropped call rate (DCR) and cell bouncing busy hours at the district scale rather than the
LSA scale may help assess the service quality across the disaster-impacted regions.

> Assessment of telecommunications faults is carried out on a monthly basis, which does not precisely
account for the restoration efficiency during a disaster. Hence, the mean time to repair (MTTR) should
be accounted for every week rather than monthly to assess the fault repair comprehensively.
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7.2. CBA of selected recommended measures

Cost-benefit analysis (CBA) is a systematic technique for evaluating the economic feasibility of various options.
This technique includes measurement and comparison of the total projected costs of an option against its total
projected benefits to determine the net benefits. It is essential for infrastructure resilience investment, as it
provides a quantitative basis for the economic justification of investments. Additionally, it facilitates the
comparison of different strategies, helping decision-makers choose the most effective options. By attempting to
incorporate intangible benefits like public safety and environmental protection, CBA strengthens the case for
resilience investments, ensuring decisions are both economically sound and strategically effective.

There are different types of CBA methods that can be applied based on the project stages.

> Ex-ante CBA: This analysis is performed before implementing a project or policy. It aids in predicting the
anticipated costs and benefits of a proposed action to evaluate its feasibility and economic viability.®

> Ex-post: This analysis is performed after a project or policy has been implemented; this analysis
assesses the actual costs and benefits incurred. It is valuable for evaluating the accuracy of initial
forecasts and the effectiveness of the project or policy.

> In media res: This analysis is performed during a project's implementation, i.e., the project is already in
progress. It incorporates the benefits of both ex-ante and ex-post CBA methods by influencing the
ongoing project, similar to ex-ante CBA, and collecting data to guide future projects, as seen with ex-
post CBA.

Multiple steps are involved to carry out comprehensive CBA. Different steps are presented Figure 7.1.

CBA starts by identifying all viable alternatives and defining the relevant stakeholders. Next, the impacts of each

Quantify the
projected impacts
over the life cycle of
the project

Identify the available
alternatives

Compute NPV (Net
Present Value)

A 4 A 4

Decide whose Monetize all impacts v
benefits and costs to e .
- Perform sensitivity
be considered .
analysis
A 4 Discount benefits
Catalogue the and costs to obtain
. present values Make
'mr::;:::;?nseﬂf ct recommendations
i based on the NPV
indicators

and sensitivity
analysis

Figure 7.1: Steps to carry out CBA

alternative are catalogued, appropriate measurement indicators are selected and projected impacts are
quantified over the project lifecycle. These impacts are then monetized, and future values are discounted to
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present values. The net present value (NPV) is calculated for each alternative. Finally, a sensitivity analysis is
performed to assess the robustness of the NPV calculations, and recommendations are made based on the NPV
and sensitivity analysis results.

For the purpose of CBA under this project, ex-ante CBA was done to understand the benefits of investing in the
resilience of telecommunications infrastructure systems. The key assumptions for conducting CBA are as follows:

>» 25-35 percent of telecommunications towers can ensure basic connectivity in any district

> Districts may have 20-50 percent overhead telecommunications cables

> 20-40 percent of telecommunications sites are only connected with captive power across the district

> 1-2 percent of the tower gets damaged in highly impacted districts and incurs financial loss
in the range of 1-2 percent

Based on the above assumptions, the outputs, as shown in Figure 7.2, were produced, which represent that the
benefits increase for high return-period hazards and vice-versa. The benefit may also change for different
geographical regions for similar infrastructure types.

Figure 7.2: Outputs of CBA
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8. Actionable roadmap for
India and selected states




8.1. Actionable roadmap for India

DoT/LSA

Table 8.1: Actionable roadmap: India

Pre-disaster

1 year 1-3 years >3 years

A onapie road ap

During disaster

Post-disaster

DoT/LSA should update the data
format for a comprehensive
assessment of disaster impacts on
assets

Provision for single window
permission system to expedite
restoration work

Establish a digital knowledge
platform to share disaster learnings
across different LSAs

Disaster preparedness and
planning should be carried out
using local-scale catastrophic risk
model outputs.

Develop a protocol for seamless
connectivity across different
telecommunications devices for
disaster communication purposes

Plan and expand domestic sub-
marine cable across coastal cities
having low disaster vulnerability
profile

Provision for multiple cable landing
zones across coastal states to
ensure sufficient redundancy

MTTR (mean time to repair) and
fault incidence should be
accounted weekly to
comprehensively assess the
resilience of these infrastructure
system

A disaster task force at LSA needs
to be constituted at the LSA level to
validate asset damage loss
information received from operators

Mainstream disaster risk and
impact data collection for all
hazards across the country

DoT should consult line ministries
and develop a comprehensive
guideline for using the street

Cell bouncing busy hour
assessment should be carried out
at district/sub-district scale for each

Carry out comprehensive resource
need assessment for preventive
maintenance and restoration work
every 25-50 km for effective
disaster management.
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster
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A pnapie road ap

Pre-disaster During disaster Post-disaster

Develop comprehensive guidelines
for prioritizing fuel supply for the
impacted region

Priority support and arrangement of
fuel, power and transportation by
district administration

SDMA should provision the
financial arrangement/incentive for
compensating telecommunications
infrastructure damage/ losses
resulting from disasters

DDMA should share the

SDMA/DDMA SDMA m:oc_.a carry out a ﬁm_mooBBc:_omzo:m network . i
comprehensive assessment for restoration update to the last-mile
minimum telecommunication consumer through daily bulletin

service connectivity required across
disaster-vulnerable regions and
identify critical infrastructure
providing the telecommunications
services

SDMA/DDMA should develop a
GIS-based hazard zonation map at
district/sub-district scale

SDMA should develop a guideline
to establish a telecommunications
network across disaster shelters
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A pnapie road ap

Pre-disaster During disaster Post-disaster

SDMA should develop guidelines to
ensure priority service restoration
and critical connectivity during
disaster through Service-Level
Agreements between industrial
bodies and operators

SDMA should provision to connect
each ‘Aapda Mitra’ volunteer with
alternate communication
technologies such as short-wave
radio communication

Make provisions for common ducts
along the road network for
operators based on a cost-sharing
mechanism

State Line Department

Ensure power supply to critical
telecommunications sites through
captive power arrangement or
through microgrid

Power
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Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Provision connecting each DC with
a minimum of two different feeder
lines existing in different hazard-
vulnerable zones

Promote wider usage of the Call

and Boat

Restore landline phones across
disaster-vulnerable regions to
ensure better redundancy

Carry out local scale hazard risk
assessment to understand the

Road Before you Dig (CBuD) App across
the country
Carry out multi-hazard building
vulnerability assessment before
approving Roof Top Towers (RTT)
installation on buildings
Building
Ensure building codes are strictly
followed based on the geographical
hazard vulnerability profile
Provision for High Altitude Platform
T A System (HAPS) to establish an
mmmM\mmBmZ for pre-nositioning of emergency communication network
temporary tel pre-pos i 9 using solar power drones at an o
porary telecommunications altitude between 18-25 km to Follow guidelines and ensure
Mmﬁ_,_zo_,w M:Aﬂ_ an.__mu <3_Am :m m_m ! om:. provide emergency communication | quality restoration in the post-
Operators atoon, Lefion fruck, Lelon Ship | ¢5verage up to 200 km area disaster phase

Carry out comprehensive
assessments of call traffic surge at

PwC
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Pre-disaster

A pnapie road ap

During disaster

Post-disaster

impact of the disaster on
telecommunication infrastructure
system, raising generator height,
re-establish optical fibre using
elastic optical network
technologies, provision for battery
backup and strengthen
tower/antenna design to withstand
probable maximum hazard impact
across the region

Equip the sites with flood doors and
waterproof cable connections

sub-district scale for each disaster
event and plan network capacity
expansion in the future

8.2. Assam

Assam-LSA

Table 8.2: Actionable roadmap: Assam

Pre-disaster

A onapie road ap

During disaster

1 year 1-3 years >3 years

Post-disaster

Assam-LSA should update the data
format for a comprehensive
assessment of disaster impacts on
assets

Provision for single window
permission system to expedite
restoration work

A disaster task force at Assam-LSA
needs to be constituted at Assam-
LSA level for validating asset

PwC
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Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Disaster preparedness and
planning should be carried out
using local-scale catastrophic risk
model outputs

Develop a protocol for seamless
connectivity across different
telecommunication devices for
disaster communication purposes

damage loss information received
from operators

Mainstream disaster risk and
impact data collection for all
hazards across the state

Provision for multiple cable landing
zones across coastal states to
ensure sufficient redundancy

Assam-LSA should consult Line
Ministries and develop a
comprehensive guideline for using
the street furniture to mitigate
damage/impact of this furniture

Develop telecommunication
infrastructure resilience index for
Assam-LSA

Extend financial support through
USOF/Digital Bharat Nidhi to
establish SESG for providing
connectivity to the mountainous
regions through the LEO satellite
constellation in the future

MTTR (mean time to repair) and
fault incidence should be
accounted for weekly to
comprehensively assess the
resilience of these infrastructure
systems

Carry out comprehensive resource
need assessment for preventive
maintenance and restoration work
every 25-50 km for effective
disaster management

The number of call attempts made
by users should be audited for
golden hours after every disaster
event to comprehensively assess
the connectivity

Cell bouncing busy hour

assessment should be carried out
at the district/sub-district scale for
each disaster event to understand

DCR assessment methodology
should consider district/sub-district
scale analysis of the impacted
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster

ASDMA/DDMA
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A pnapie road ap

Pre-disaster During disaster Post-disaster

Priority support and arrangement of
fuel, power and transportation by
district administration

ASDMA should provision the
financial arrangement/incentive for
compensating telecommunication
infrastructure damage/losses
resulting from disasters

ASDMA should carry out a
comprehensive assessment for
minimum telecommunication
service connectivity required across
disaster-vulnerable regions and
identify critical infrastructure
providing the telecommunication
services

ASDMA/DDMA should develop a -
GIS-based hazard zonation map at
district/sub-district scale

ASDMA should prepare a revised
wind and flood hazard zonation
map

ASDMA should develop a guideline
to establish a telecommunications
network across disaster shelters

ASDMA should develop guidelines
to ensure priority service
restoration and critical connectivity
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A pnapie road ap

Pre-disaster During disaster Post-disaster

during disaster through Service-
Level Agreements between
industrial bodies and operators

ASDMA should provision to
connect each ‘Aapda Mitra’
volunteer/Gaon Burha (Village
Heads) with alternate
communication technologies such
as short-wave radio communication

Provide a dedicated annual
departmental budget for
strengthening the disaster
resilience of infrastructure by
assessing the historical
State line departments damage/loss information

Make provisions for common ducts
along the road network for
operators based on cost sharing
mechanism

Ensure power supply to critical
telecommunication sites through
captive power arrangement or
microgrid

Power
Provision connecting each DC with

a minimum of two different feeder
lines existing in different hazard-
vulnerable zones
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Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Promote wider usage of Call Before
you Dig (CBuD) App across the

Road
country
Carry out multi-hazard building
vulnerability assessment before
approving Roof Top Towers (RTT)
Building installation on buildings
Ensure building codes are strictly
followed based on the earthquake
vulnerability profile
Provision for High Altitude Platform
Carrv out comprehensive System (HAPS) to establish an
ry P e emergency communication network o
assessment for pre-positioning of : Follow guidelines and ensure
. using solar power drones at an . o
temporary telecommunication : quality restoration in the post-
altitude between 18-25 km to .
network and deployment Cell on . e disaster phase
provide emergency communication
Balloon, Cell on Truck, Cell on Boat
coverage up to 200 km area
Operators Restore landline phones across

disaster-vulnerable regions to
ensure better redundancy

The operator should increase the
GBT tower foundation from 10 m to
15 m across highly vulnerable
slopes

Carry out comprehensive
assessments of call traffic surge at
sub-district scale for each disaster
event and plan network capacity
expansion in the future
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Actionable roadmap
Stakeholders
Pre-disaster During disaster Post-disaster
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8.3. Odisha

Odisha-LSA

Table 8.3: Actionable roadmap: Odisha

Pre-disaster

A pnapie road ap

During disaster

1 year 1-3 years >3 years

Post-disaster

Odisha-LSA should update the data
format for a comprehensive
assessment of disaster impacts on
assets

Disaster preparedness and
planning should be carried out
using local-scale catastrophic risk
model outputs

Prepare a guideline for operators
that critical telecommunications
tower should withstand the basic
wind speed of up to 250 km/h and
antenna should withstand the wind
speed of 150 km/h across the
coastal region (10 km from the
coastline)

Provision for a single window
permission system to expedite
restoration work

A disaster task force at Gujarat-
LSA needs to be constituted at the
Gujarat-LSA level to validate asset
damage loss information received
from operators

Mainstream disaster risk and
impact data collection for all
hazards across the state

Develop a protocol for seamless
connectivity across different
telecommunication devices for
disaster communication purposes

MTTR (mean time to repair) and
fault incidence should be
accounted for weekly to
comprehensively assess the

Carry out comprehensive resource
need assessment for preventive
maintenance and restoration work
every 25-50 km for effective
disaster management
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster
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Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Provide funding support to
operators for setting up an asset in
the non-feasible regions through
the bidding or nomination process,
which will be under the control of
Odisha LSA. Other operators may
latch based on the tariffs defined by
TRAI. Additional spectrum may be
allocated during emergencies

Form a team that will work in close
collaboration with SDMA for new
initiatives and faster response
during emergency

Maintain an appropriate number of
CoWs and may deploy them as per
the requirements across the state

OSDMA/DDMA

Develop comprehensive guidelines
for prioritizing fuel supply for the
impacted region

Priority support and arrangement of
fuel, power, and transportation by
district administration

DDMA should share the
telecommunications network
restoration update to the last-mile
consumer through daily bulletin

OSDMA should provision the
financial arrangement/incentive for
compensating telecommunication
infrastructure damage/ losses
resulting from disasters
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Pre-disaster

During disaster

Post-disaster

OSDMA should carry out a
comprehensive assessment for
minimum telecommunications
service connectivity required across
disaster-vulnerable regions and
identify critical infrastructure
providing the telecommunication
services

SDMA/DDMA should develop a
GIS-based hazard zonation map at
district/sub-district scale

OSDMA should prepare a revised
wind and flood hazard zonation
map

OSDMA should develop a guideline
to establish a telecommunications
network across disaster shelters

OSDMA should develop guidelines
to ensure priority service
restoration and critical connectivity
during disaster through Service-
Level Agreements between
industrial bodies and operators

OSDMA should provision to
connect each ‘Aapda Mitra’
volunteer with alternate
communication technologies such
as short-wave radio communication
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State Line Department

Pre-disaster

During disaster

Post-disaster

Provide a dedicated annual
departmental budget for
strengthening the disaster
resilience of infrastructure by
assessing the historical
damage/loss information

Make provisions for common ducts
along the road network for
operators based on cost sharing
mechanism

Power

Ensure power supply to critical
telecommunication sites through
captive power arrangement or
microgrid

Provision connecting each DC with
a minimum of two different feeder
lines existing in different hazard-
vulnerable zones

Road

Promote wider usage of the Call
Before you Dig (CBuD) App across
the country

Building

Carry out multi-hazard building
vulnerability assessment before
approving Roof Top Towers (RTT)
installation on buildings
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Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Ensure building codes are strictly
followed based on the geographical
hazard vulnerability profile

Operators

Carry out a comprehensive
assessment for pre-positioning of
temporary telecommunications
network and deployment Cell on
Balloon, Cell on Truck, Cell on Ship
and Boat

Restore landline phones across
disaster-vulnerable regions to
ensure better redundancy

Provision for High Altitude Platform
System (HAPS) to establish an
emergency communication network
using solar power drones at an
altitude between 18-25 km to
provide emergency communication
coverage up to 200 km area

Follow guidelines and ensure
quality restoration in the post-
disaster phase

Carry out comprehensive
assessments of call traffic surge at
sub-district scale for each disaster
event and plan network capacity
expansion in the future

Raise generator height in the
regions (up to 5 km inside the
coast) to withstand the impact of
storm surge flooding

Plan for fire-resistant optical fibre
network and other

telecommunications infrastructure
in highly sensitive forest fire zone

Carry out local scale hazard risk
assessment to understand the
impact of the disaster on the
telecommunications infrastructure
system, re-establish optical fibre
using elastic optical network
technologies, provision for battery
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A phable road ap

Pre-disaster During disaster

Post-disaster

backup and strengthen
tower/antenna design to withstand
probable maximum hazard impact
across the region

Equip the sites with flood doors and
waterproof cable connections

PwC
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8.4. Uttarakhand

Uttarakhand-LSA

Table 8.4: Actionable roadmap: Uttarakhand

Pre-disaster

A onapie road ap

During disaster

1 year 1-3 years

>3 years

Post-disaster

UP West-LSA should update the
data format for a comprehensive
assessment of disaster impacts on
assets

Disaster preparedness and
planning should be carried out
using local-scale catastrophic risk
model outputs

Provision for a single window
permission system to expedite
restoration work

Establish a digital knowledge
platform to share disaster learnings
across different UP West-LSA for
validating asset damage loss
information received from operators

A disaster task force at UP West-
LSA needs to be constituted at UP
West-LSA level

Develop a protocol for seamless
connectivity across different
telecommunication devices for
disaster communication purpose

UP West-LSA should consult line
ministries and develop a
comprehensive guideline for using
the street furniture to mitigate
damage/impact of this furniture

Develop telecommunications
infrastructure resilience index for
UP West-LSA

MTTR (mean time to repair) and
fault incidence should be
accounted for weekly to
comprehensively assess the
resilience of these infrastructure
systems

Mainstream disaster risk and
impact data collection for all
hazards across the state

Carry out comprehensive resource
need assessment for preventive
maintenance and restoration work
every 25-50 km for effective
disaster management

The number of call attempts made
by users should be audited for
golden hours after every disaster
event to comprehensively assess
the connectivity
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster
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A pnapie road ap

Pre-disaster During disaster Post-disaster

initiatives and faster response
during emergency

Maintain an appropriate number of
CoWs and may deploy it as per the
requirements across the state

Develop comprehensive guidelines
for prioritizing fuel supply and its
strategic storage across the

vulnerable region DDMA should share the

telecommunications network
Priority support and arrangement of | restoration update to the last-mile
fuel, power, and transportation by consumer through daily bulletin
district administration

USDMA should provision the
financial arrangement/incentive for
compensating telecommunication
infrastructure damage/losses
UKSDMA/DDMA resulting from disasters -

USDMA should carry out a
comprehensive assessment for
minimum telecommunications
service connectivity required across
disaster-vulnerable regions and
identify critical infrastructure
providing the telecommunications
services

USDMA/DDMA should develop a
GIS-based hazard zonation map at
district/sub-district scale
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Pre-disaster

During disaster

Post-disaster

USDMA should develop a guideline
to establish a telecommunications
network across disaster shelters

USDMA should develop guidelines
to ensure priority service
restoration and critical connectivity
during disaster through Service-
Level Agreements between
industrial bodies and operators

USDMA should provision to
connect each ‘Aapda Mitra’
volunteer with alternate
communication technologies such
as short-wave radio communication
and leverage Radio Kedar for
emergency communication
purposes

State Line Department

Provide a dedicated annual
departmental budget for
strengthening the disaster
resilience of infrastructure by
assessing the historical
damage/loss information

Make provisions for common ducts
along the road network for
operators based on cost sharing
mechanism
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Power

Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Ensure power supply to critical
telecommunications sites through
captive power arrangement or
microgrid

Provision connecting each DC with
a minimum of two different feeder
lines existing in different hazard-
vulnerable zones

Road

Promote wider usage of Call Before
you Dig (CBuD) App across the
country

Building

Carry out multi-hazard building
vulnerability assessment before
approving Roof Top Towers (RTT)
installation on buildings

Ensure building codes are strictly
followed based on the earthquake
vulnerability profile

Operators

Carry out comprehensive
assessment for pre-positioning of
temporary telecommunication
network, and deployment Cell on
Balloon, Cell on Truck, Cell on Boat

Restore landline phones across
disaster-vulnerable regions to
ensure better redundancy

Provision for High Altitude Platform
System (HAPS) to establish an
emergency communication network
using solar power drones at an
altitude between 18-25 km to
provide emergency communication
coverage up to 200 km area

Follow guidelines and ensure
quality restoration in post-disaster
phase

PwC
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster
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8.5. Tamil Nadu

Tamil Nadu-LSA

Table 8.5: Actionable roadmap: Tamil Nadu

Pre-disaster

A pnapie road ap

During disaster

1 year 1-3 years

>3 years

Post-disaster

Tamil Nadu-LSA should update the
data format for a comprehensive
assessment of disaster impacts on
assets

Disaster preparedness and
planning should be carried out
using local-scale catastrophic risk
model outputs

Prepare a guideline for operators
that critical telecommunication
tower should withstand the basic
wind speed of up to 250 km/h and
that the antenna should withstand
the wind speed of 150 km/h across
the coastal region (10 km from the
coastline)

Provision for a single window
permission system to expedite
restoration work

A disaster task force at Tamil
Nadu-LSA needs to be constituted
at Tamil Nadu-LSA level for
validating asset damage loss
information received from operators

Develop a protocol for seamless
connectivity across different
telecommunication devices for
disaster communication purposes

Plan and expand domestic sub-
marine cable across coastal cities

MTTR (mean time to repair) and
fault incidence should be
accounted for weekly to
comprehensively assess the
resilience of these infrastructure
system

Mainstream disaster risk and
impact data collection for all
hazards across the state

Carry out comprehensive resource
need assessment for preventive
maintenance and restoration work

PwC
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster

TNSDMA/DDMA
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A pnapie road ap

Pre-disaster During disaster Post-disaster

TNSDMA should provision the
financial arrangement/incentive for
compensating telecommunications
infrastructure damage/losses
resulting from disasters

TNSDMA should carry out a
comprehensive assessment for
minimum telecommunication
service connectivity required across
disaster-vulnerable region and
identify critical infrastructure
providing the telecommunication
services

TNSDMA/DDMA should develop a
GIS-based hazard zonation map at
the district/sub-district scale

TNSDMA should prepare a revised
wind and flood hazard zonation
map

TNSDMA should develop a
guideline to establish a
telecommunications network across
disaster shelters

TNSDMA should develop
guidelines to ensure priority service
restoration and critical connectivity
during disaster through Service-
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Pre-disaster

During disaster

Post-disaster

Level Agreements between
industrial bodies and operators

TNSDMA should provision to
connect each ‘Aapda Mitra’
volunteer with alternate
communication technologies such
as short-wave radio communication

State Line Department

Provide a dedicated annual
departmental budget for
strengthening the disaster
resilience of infrastructure by
assessing the historical
damage/loss information

Make provisions for common ducts
along the road network for
operators based on cost sharing
mechanism

Power

Ensure power supply to critical
telecommunication sites through
captive power arrangement or
microgrid

Provision connecting each DC with
a minimum of two different feeder
lines existing in different hazard-
vulnerable zones

PwC
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Road

Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Promote wider usage of the Call
Before you Dig (CBuD) App across
the country

Building

Carry out multi-hazard building
vulnerability assessment before
approving Roof Top Towers (RTT)
installation on buildings

Ensure building codes are strictly
followed based on the geographical
hazard vulnerability profile

Operators

Carry out a comprehensive
assessment for pre-positioning of
temporary telecommunication
network and deployment Cell on
Balloon, Cell on Truck, Cell on Ship
and Boat

Provision for High Altitude Platform
System (HAPS) to establish an
emergency communication network
using solar power drones at an
altitude between 18-25 km to
provide emergency communication
coverage up to 200 km area

Restore landline phones across
disaster-vulnerable regions to
ensure better redundancy

Raise generator heights in the
regions (up to 5 km inside the
coast) to withstand the impact of
storm surge flooding

Monitor the vibration/deformation in
OFC cable network using a
Coherent OTDR (Optical Time
Domain Reflectometer)

Follow guidelines and ensure
quality restoration in the post-
disaster phase

Carry out comprehensive
assessments of call traffic surge at
sub-district scale for each disaster

PwC
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Actionable roadmap
Stakeholders
Pre-disaster During disaster Post-disaster
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8.6. Guijarat

Gujarat-LSA

Table 8.6: Actionable roadmap: Gujarat

Pre-disaster

A onapie road ap

During disaster

1 year 1-3 years >3 years

Post-disaster

Guijarat-LSA should update the
data format for a comprehensive
assessment of disaster impacts on
assets

Disaster preparedness and
planning should be carried out
using local-scale catastrophic risk
model outputs

Provision for a single window
permission system to expedite
restoration work

A disaster task force at Gujarat-
LSA needs to be constituted at the
Gujarat-LSA level to validate asset
damage loss information received
from operators

Prepare a guideline for operators
that critical telecommunication
tower should withstand the basic
wind speed of up to 200 km/h and
that the antenna should withstand
the wind speed of 150 km/h across
the coastal region (10 km from the
coastline)

Develop a protocol for seamless
connectivity across different
telecommunication devices for
disaster communication purposes

Plan and expand domestic sub-
marine cables across coastal cities

MTTR (mean time to repair) and
fault incidence should be
accounted for weekly to
comprehensively assess the
resilience of these infrastructure
systems

Mainstream disaster risk and
impact data collection for all
hazards across the state

Carry out comprehensive resource
need assessment for preventive
maintenance and restoration work

PwC
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster
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Actionable roadmap
Stakeholders

Pre-disaster During disaster Post-disaster

GSDMA/DDMA
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Pre-disaster During disaster Post-disaster

GSDMA should carry out a
comprehensive assessment for
minimum telecommunication
service connectivity required across
disaster-vulnerable regions and
identify critical infrastructure
providing the telecommunication
services

GSDMA/DDMA should develop a
GIS-based hazard zonation map at
district/sub-district scale

GSDMA should prepare a revised
wind and flood hazard zonation
map

GSDMA should develop a guideline
to establish a telecommunications
network across disaster shelters

GSDMA should develop guidelines
to ensure priority service
restoration and critical connectivity
during disaster through Service-
Level Agreements between
industrial bodies and operators
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Pre-disaster

During disaster

Post-disaster

GSDMA should provision to
connect each ‘Aapda Mitra’
volunteer with alternate
communication technologies such
as short-wave radio communication

State Line Department

Provide a dedicated annual
departmental budget for
strengthening the disaster
resilience of infrastructure by
assessing the historical
damage/loss information

Make provisions for common ducts
along the road network for
operators based on cost-sharing
mechanism

Power

Ensure power supply to critical
telecommunication sites through
captive power arrangement or
microgrid

Provision of power supply to rural
telecommunications assets through
dedicated agri-feeder

Provision connecting each DC with
a minimum of two different feeder
lines existing in different hazard-
vulnerable zones

PwC
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Road

Pre-disaster

A pnapie road ap

During disaster

Post-disaster

Promote wider usage of Call Before
you Dig (CBuD) App across the
country

Building

Carry out multi-hazard building
vulnerability assessment before
approving Roof Top Towers (RTT)
installation on buildings

Ensure building codes are strictly
followed based on the earthquake-
vulnerability profile

Operators

Carry out a comprehensive
assessment for pre-positioning of
temporary telecommunication
network and deployment Cell on
Balloon, Cell on Truck, Cell on Ship
and Boat

Restore landline phones across
disaster-vulnerable regions to
ensure better redundancy

Provision for High Altitude Platform
System (HAPS) to establish an
emergency communications
network using solar powered
drones at an altitude between 18-
25 km to provide emergency
communications coverage up to
200 km area

Raise generator height in the
regions (up to 5 km inside the
coast) to withstand the impact of
storm surge flooding

Monitor the vibration/deformation in
the OFC cable network using a
Coherent OTDR (Optical Time
Domain Reflectometer)

Follow guidelines and ensure
quality restoration in the post-
disaster phase

Carry out comprehensive
assessments of call traffic surge at
sub-district scale for each disaster

PwC
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Actionable roadmap
Stakeholders
Pre-disaster During disaster Post-disaster
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Annexure 1: Classification of PPDR application

Table A.1: Classification of PPDR application

Application

1.Narrowband

‘Feature

‘PPDR example

\Voice Person-to-person Selective calling and addressing
One-to-many Dispatch and group communication
Talk-around/direct mode Groups of portable-to-portable (mobile-mobile)
operation in close proximity without infrastructure
Push-to-talk Push-to-talk
Installation access to the voice . o
path Push-to-talk and selective priority access
Security Voice
Facsimile Person-to-person Status, short message
One-to-many (broadcasting) Initial dispatch alert (e.g., address, incident
status)
Messages Person-to-person Status, short messages, short e-mail
One-to-many (broadcasting) Initial dispatch alert (e.g., address, incident
status)
Security Priority/instantaneous access Man, down alarm button
Telemetry Location status GPS latitude and longitude information

Sensory data

Vehicle telemetry/status

EKG (electrocardiograph) in field

Database interaction
(minimal record size)

Forms based records query

Accessing vehicle license records

Forms based on incident report

Filing field report

2. Wideband

Messages

Emails, possibly with attachments

Routine email messages

Data talk around/direct
mode operation

Direct unit to unit

Communication without additional
infrastructure

Direct handset-to-handset, on-scene localized
communication

Database interaction
(medium record size)

Forms and record query

Accessing medical records

Lists of identified person/missing
Person

GIS (geographical information
Systems)
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Application
Text file

Transfer

‘Feature

Data transfer

‘PPDR example

Filling report from the scene of incident

Records management system information on
offenders

Downloading legislative information

Image transfer

Download/upload of compressed still
images

Biometrics (fingerprints)

ID picture

Building layout maps

Tel t Locati tat t
elemetry ocation status and sensory data Vehicle status
S it Priorit

ecurity riority access Critical care
Video Download/upload compressed video Video clips

Patient monitoring (may require a dedicated
link)
Video feed of the in-progress incident

Interactive Location determination

2-way system

Interactive location data

3. Broadband

Database access

Intranet/internet access

Accessing architectural plans of buildings,
location of hazardous materials

Web browsing

Browsing the directory of PPDR organization for
phone number

Robotics

control

Remote control of robotic

device

Bomb retrieval robots, imaging/ video

Robots

\Video

Video streaming, live video feed

Video communication from wireless clip-on
cameras used in building fire rescue

Images or video to assist remote medical support

Surveillance of incident scene by fixed or remote-
controlled robotic devices

Assessment of fire/flood scenes from airborne
platforms

Imagery

High-resolution imagery

Downloading earth exploration — satellite images
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Table A.2: Submarine cable-wise list and activated capacity (Gbps)

Annexure 2: Submarine cable-wise list and activated capacity

(Gbps)

d e 0 dble S ocallo O
dbD
020 0

1 AAE-1 (Asia Africa Mumbai 6,590 7,110 5,250 5,750
Europe-1)

2 BBG (Bay of Bengal Chennai and 23,100 23,800 12,830 15,900
Gateway)

Mumbai

3 Bharat Lanka Cable Tuticorin 40 40 0 30
System

4 EIG (Europe India Mumbai 4,800 6,400 3,554 3,759
Gateway)

5 FALCON (FLAG Alcatel- Mumbai 4,210 4,150 4,210 4,150
Lucent Optical Network-1)

6 FALCON (FLAG Alcatel- Trivandrum 170 70 40 30
Lucent Optical Network-2)

7 FLAG Europe Asia (FEA: Mumbai 50 50 42 23
Fibr-Optic Link Around the
Globe)

8 GBICS (Gulf Bridge Mumbai 260 260 98 98
International Cable
System)

9 Network 121 Chennai 16,730 | 27,230 14,078 | 22,760

10 IMEWE (India-Middle Mumbai (2) 9,432 13,805 | 4,209 4,684
East-Western Europe)

11 MENA (Middle East & Mumbai 2,700 2,700 2,670 2,670
North Africa)

12 SAT3/WACS/SAFE Cochin 480 480 30 34

13 SEA Cable+TGN EA Mumbai 3,520 4,620 3,430 4,470
(SEACOM)

14 SEA ME WE 3 (South- Mumbai and Cochin 680 680 59 56
East Asia - Middle East -
Western Europe 3)

15 SEA ME WE 4 (South- Chennai and Mumbai 20,640 17,515 | 4,473 4,546
East Asia - Middle East -
Western Europe 4)

16 TGN Gulf Mumbai 260 360 230 320

17 TIISC (Tata Indicom India- | Chennai 7,680 14,600 7,480 14,520
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Singapore Cable System)

Total 101,342 | 123,870 | 62,681 83,800
Source: TRAI, 2022 (https://trai.gov.in/sites/default/files/CP 23122022.pdf)

Annexure 3: State-/UT-wise telecommunication subscriber base
(wireline + wireless) in India as of March 2024

Table A.3: State/UT-wise telecommunication subscriber base (wireline + wireless)

States/UT Total (in million)  Rural (in million)
Andhra Pradesh 45.09 24.79 20.3
Arunachal Pradesh 1.29 0.86 0.43
Assam 26.7 17.08 9.63
Bihar 71.57 50.29 21.27
Chhattisgarh 21.2 10.42 10.78
Goa 2.53 0.86 1.67
Guijarat 66.61 25.3 41.31
Haryana 36.42 12.63 23.78
Himachal Pradesh 8.97 5.77 3.19
Jharkhand 24.88 13.97 10.91
Karnataka 70.33 25.49 44.84
Kerala 43.73 19.31 24.42
Madhya Pradesh 60.05 26.92 33.13
Maharashtra incl. Mumbai 130.23 42.29 87.94
Manipur 2.47 0.99 1.47
Meghalaya 2.65 1.65 1
Mizoram 1.42 0.54 0.89
Nagaland 1.71 0.88 0.84
Odisha 34.2 22.35 11.84
Punjab 34.67 12.25 22.43
Rajasthan 67.35 35.95 31.4
Sikkim 0.81 0.49 0.31
Tamil Nadu 80.12 2411 56.01
Telangana 42.37 17.15 25.21
Tripura 3.27 1.71 1.56
Uttar Pradesh (UPE + UPW) 166.78 89.69 77.09
Uttarakhand 12.62 6.45 6.17
West Bengal incl. Kolkata 81.74 36.24 45.5
Andaman and Nicobar Islands 0.55 0.26 0.28
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https://trai.gov.in/sites/default/files/CP_23122022.pdf

States/UT Total (in million) | Rural (in million)
Chandigarh 2.01 0.04 1.97
Dadra & Nagar Haveli and Daman & Diu 0.95 0.32 0.62
Delhi 40.25 0.44 39.81
Jammu and Kashmir 11.98 5.72 6.26
Ladakh 0.5 0.28 0.22
Lakshadweep 0.07 0.02 0.05
Puducherry 1.22 0.38 0.84

Source: TRAI (2024)%
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Annexure 4: Details of global resilience frameworks

Framework 1 - Infrastructure Resilience: A Risk-Based Framework

Infrastructure
Resilience elements management
strategies

Layered defense
elements

Resilience
structural
design:
Protection

Asset
management

Pre incident &
Risk & evolving
vulnerability threats:
assessment Detection/prev
ention/attribute
-on

Asset Incident:
substitution Preparedness
& Response

Disaster Recovery
response/ Post
event recovery

Focus area: Critical infrastructure Approach: Risk-based lifecycle process
for critical infrastructure vulnerabilities

Description

e The cornerstone of the framework is a risk-based layered defence.

e Analyzes the likelihood of threats or hazards occurring and the potential severity of their consequences

e lts layered defence principles involve implementing multiple layers of protection to mitigate risks. This
approach aims to create redundancy and prevent single points of failure.

e The emphasis is on considering resilience throughout the entire infrastructure lifecycle — from design
and construction to operation and maintenance.

Key components identified: Use a lifecycle approach for resilient infrastructure through systematic risk
assessment and following a risk-layered defence.
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Framework 2 - Infrastructure Resilience: De-risking Transport Infrastructure Projects in India

Focus area: Transport infrastructure

Approach: A life-cycle approach to risk
and resilience

Description

e A structured risk-resilience framework can help address operational blind spots in infrastructure

projects.

e Proactive risk management approach by following a shift towards ‘ex-ante risk management’, meaning
identifying and mitigating risks before they escalate into problems

e A tailored approach based on the unique vulnerabilities of different infrastructure sectors (e.g., roads,

railways, ports, etc.)

e Annual risk surveys to document risk treatment improvements and inform decision-making during

crises. This implies a continuous risk assessment and adaptation process.
e Leveraging data from government bodies to map major risks, indicating a data-driven approach to risk

assessment

Key components identified: Robust risk analysis in the asset lifecycle to prioritize decisions and protect

stakeholder value.
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Framework 3 - Future-Proofing Energy Systems: The Energy Resilience Framework

Focus area: Energy infrastructure

Approach: Balanced attention to tech
and non-tech factors for resilience

Description

e There is no one-size-fits-all solution for energy resilience; solutions must be customized to specific

needs.

e ltis crucial for the energy system to have features such as diversity, redundancy, flexibility and

adaptability.

e ltis important to adapt resilience solutions by applying valuable lessons learned, which will lead to

further improvement.

¢ We also need to assess the resilience of critical infrastructure and establish guidelines for policies and

regulations that support a more resilient energy system.

Key components identified: Dynamic and context-specific technical and non-technical aspects are essential

for building energy resilience.
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Framework 4 - DFID’s Disaster Resilience Framework

Focus area: Resilience to disasters Approach: Holistic, proactive and
partnership-driven

Description

¢ Resilience-building strategies tailored to the specific context, considering local vulnerabilities,
capacities and needs

e Shared understanding and coordinated action among various stakeholders involved in disaster
resilience

e Prioritizing proactive measures like early warning systems and preparedness initiatives for timely and
effective disaster response

e Securing reliable and long-term funding for resilience-building programmes

¢ Integrating disaster resilience into broader development and humanitarian efforts

Key components identified: Enhance resilience and recovery for the system or process concerned.
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Framework 5 - Infrastructure Resilience Planning Framework

1 2 3 4 5

Lay the Critical Risk Develop Implement &

foundation infrastructure assessment actions Evaluate
identification

Focus area: Critical infrastructure Approach: Understand risks, identify
entry, inform policy & investment decisions

Description

¢ A collaborative planning group, engage stakeholders and gather relevant information

e Classify the most critical infrastructure systems for the community's well-being and identify
interdependencies between them

¢ Evaluate the likelihood and potential impact of various threats and hazards to critical infrastructure

e Prioritize mitigation strategies and resilience-building actions to address identified risks

e Put the plan into action, monitor its effectiveness and adjust as needed

Key components identified: A comprehensive, integrated approach to infrastructure resilience can reduce
repetitive losses and mitigate hazard impacts.

Framework 6 - Critical Infrastructure Resilience Index

Focus area: Critical infrastructure Approach: Weighted & holistic way to
evaluate infrastructure

Description

e Adaptable for various sectors and facilities as it is tailored to specific needs and can be customized to
address specific hazards and scenarios
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e A balanced approach towards organizational and technological resilience emphasizes the
organizational aspects (procedures and planning) and technological aspects (redundancy and design)
of resilience

e Quantitative and qualitative evaluation combines quantitative data with qualitative assessments to
provide a comprehensive picture of resilience

e Use process maturity levels as a uniform metric to compare and aggregate different resilience
indicators

Key components identified: Evaluate specific infrastructure parts, individual indicators, or hazard-specific
resilience.

Framework 7 - DHS Resilience Framework

Focus area: Critical infrastructure Approach: Informed, risk-based
decision making

Description

o Establishing and executing continuity plans to uphold critical operations amid disruptions, ensuring
seamless functioning

e Adapting to dynamic conditions and fortifying resilience to effectively navigate various forms of
disruptions

o Acknowledging the significance of fostering collaboration and partnerships among government entities,
private sectors and communities at large

e Taking proactive measures to mitigate risks and bolster resilience before potential events occur

e Guaranteeing the presence of robust response and recovery mechanisms to reduce the impact of
disruptions to the minimum extent possible

Key components identified: Leadership, coordination, preparedness, prevention, response and recovery are
essential for minimizing disruptions.
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Framework 8 - USAID’s Climate-Resilient Development

Focus area: Development decision- Approach: “Development-first”
making approach
Description

e Assess the potential impacts of climate change on development goals and vulnerable populations

e Enhance the capacity of individuals, communities and institutions to adapt to climate change

¢ Include climate change considerations in development planning, policies and investments

e Adaptive management allows adjustments based on new information and changing conditions

e Encourage partnerships and collaboration among stakeholders to effectively address climate change

Key components identified: Understanding climate risks, strengthening adaptive capacity, integrating climate
resilience and promoting collaboration are essential for effective climate action.
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Framework 9 - The PEOPLES Resilience Framework

Focus area: Community resilience

Description

Approach: Quantitatively measure and
model sustainable development & DRR

e Seven dimensions of resilience include the following:

o Population and demographics
Environmental/ecosystem services
Organized governmental services
Physical infrastructure

Lifestyle and community competence
o Economic development

(o}
(o}
(o}
(o}

e Measure each dimension using specific metrics and indicators. These quantifiable measures reflect the

state or condition of that particular dimension.

e Use an objective and data-driven understanding of resilience levels

e | ocal knowledge, social capital and community capacity are crucial in building resilience
¢ Monitor the integration of disaster reduction measures and institutionalization of recovery at each of

those scales providing parameters

Key components identified: A comprehensive, measurable and actionable approach is essential for
understanding and enhancing community resilience in the face of a changing world.
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Framework 10 - The Climate Resilience Framework

Focus area: People, systems, Approach: Systems-based collaborative
institutions approach to building resilience
Description

e A structured way to assess climate vulnerabilities and risks, even with uncertainties

e Assess vulnerabilities and risks within a specific location and community

e Develop and implement tailored interventions to address identified challenges

e Continuously evaluate and improve resilience strategies based on shared experiences and new
information

o Emphasize participatory process involving a wide range of stakeholders to ensure a shared
understanding of climate challenges and potential solutions

Key components identified: Build networked resilience to address climate change.
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Framework 11 - Resilience Framework of Critical Infrastructure

Focus area: Critical infrastructure Approach: Independent and
interdependent risk layers

Description

e Critical infrastructure resilience relies on a layered risk approach considering climatic hazards, climate
change, critical infrastructure networks, interdependencies and associated risks and impacts.

e Each layer is fed with different data and parameters to determine the resilience of critical infrastructure
and to further improve the level of resilience.

e Improving the capacity of critical infrastructure can help reduce risks and impacts.

e Enhanced capacity and reduced risks and impacts are essential for achieving critical infrastructure
resilience.

e |tis important to create a time-bound roadmap for critical infrastructure resilience with short-term goals
linked to business continuity and long-term goals linked to adaptation.

Key components identified: Independent and interdependent risk layers work together to create a
comprehensive risk management strategy.
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Framework 12 - Vulnerability to Resilience (V2R) Framework

Focus area: Demography and systems

Approach: Multi- level approach

Description

e The V2R considers four key components for incorporation within the framework to tackle the causes

and consequences of vulnerability, which include exposure to hazards and stresses, fragile livelihoods,

future uncertainty and weak governance.

o Build capacity of poor people in relation to multiple hazards and an uncertain future and thus could be

used in the context of community resilience

e Strengthen resilience through improved governance mechanisms

Key components identified: Governance mechanism is crucial to high-level resilience management.
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Annexure 5: Most vulnerable telecommunication towers across 5

states

Image ID

IMG-20230905-
WAO0049

Block/Circle|Village/

Chabua
Revenue
Circle

Pukhur
ijan,
Chabu
a,
Dibrug
arh,
Assam

Location of site

27.55633
4 °N

95.21936
6 °E

associate
d with the
asset

The
picture
depicts
telecomm
unication
tower in
Pukhurija
n region,
Chabua.

This
region is
highly
prone to
land
erosion
due to
floods
every
year.

IMG-20230907-
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